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Subpart A--General Provisions

#aH

Sec. 11.1 Scope
W REEH

(a) The regulations in this part set forth the

criteria under which the agency considers

electronic records, electronic signatures, and
handwritten signatures executed to electronic
records to be trustworthy, reliable, and generally
equivalent to paper records and handwritten
signatures executed on paper.

(b) This part applies to records in electronic form
that are created, modified, maintained, archived,
retrieved, or transmitted, under any records
requirements set forth in agency regulations. This
part also applies to electronic records submitted to
the agency under requirements of the Federal
Food, Drug, and Cosmetic Act and the Public
Health Service Act, even if such records are not
specifically identified in agency regulations.
However, this part does not apply to paper records

that are, or have been, transmitted by electronic

means.
{(¢) Where electronic signatures and their
associated  electronic  records meet  the

requirements of this part, the agency will consider

the electronic signatures to be equivalent to full

handwritten signatures, initials, and other
general signings as required by agency
regulations, unless specifically excepted by

regulation(s) effective on or after August 20, 1997.
(d) Electronic records that meet the requirements

of this part may be used in lieu of paper records,

(a) & Part (21 CFR Part 1D)IZ/R S iz iRffid, B
ToHLo, FRELEREX DY, MOLERT
O LOFHEEXELLAFOLOE FDABRAET
BrO—ARETHIBEREEZ R L TV D,

&
BTES
BFERI SN FEETEL

(b) A& Part iZ, FDA OFEBEHICE T HR&EIZH>NT
DEEZ E S E fEfi(created), {EE(modified), {#
#F(maintained), #% (archived), K iti(retrieved),
¥ 7o idimif(transmitted) N A5 B TR O TERIC
WHEND, A Part i, Federal Food, Drug
and Cosmetic Act (BIIRE & - RIS - {EHESE)
&} Public Health Service Act (ARRE— R
%) OBMHICE-SCT FDA KR S 5 EF ik
ThivE, 7o & A FDORLHED FDA OFHH TRE
MicFEEIh LT L LERINS,

BL, BFHITEESND MEESHIHEDIEEIC
EA sz,

(¢} BEFBAEVENICHEST ZEFRBARNE Part
DBHEEZHEIZLTWDIES. FDA BT OETES
%, FDA OFEHHNIcL - TERENAFEEZDOT
W= LOBER, A =y b, EOMO—RERE
HERFOLOERRY, AL, 1997 £ 8 A 20
AL RSN DRI CTRIZFIA L LTS5
RN D,

(d) MOLEPFICERSNLTORWVWERY, K Part
D EH AT LTV BB T, Section 11.2 12
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in accordance with Sec. 11.2, unless paper records
are specifically required.

(¢} Computer systems (including hardware and
software), controls, and attendant documentation
maintained under this part shall be readily

available for, and subject to, FDA inspection.

VO ERORBFE LTHEAT LI LB TE D,

(e) A Part O T CHEAMEINIZ LV Pa—F - VR
Fh (N Fox7 Y7 T EEL) | BE
Fik, RUMHT 5 Ké= A b, FDA BE%
ZHAHHBRTE TSI eNROLN, EEOX
RL2B,

Sec. 11.2 Impiementation
FEHE

(a) For records required to be maintained but not
submitted to the agency, persons may use
electronic records in lieu of paper records or
electronic signatures in lien of traditional
signatures, in whole or in part, provided that the
requirements of this part are met.

(b} For records submitted to the agency, persons
may use electronic records in lieu of paper records
or electronic signatures in lieu of traditional

signatures, in whole or in part, provided that:

(1) The requirements of this part are met; and

(2) The document or parts of a document io be
submitted have been identified in public docket
No. 928-0251 as being the type of submission the
agency accepts in electronic form. This docket will
identify specifically what types of documents or
parts of documents are acceptable for submission
in electronic form without paper records and the
agency receiving unit(s) (e.g., specific center, office,
division, branch) to which such submissions may
be made. Documents to agency receiving unit(s)
not specified in the public docket will not be
considered as official if they are submitted in

electronic form; paper forms of such documents

(a) RESEBEIIHZBFDA~DRHIIMNEE 2
WERRICEA L . A& Part OB ENTWHE
&, WA E T REmEAIT,

MOBBERORBF L L TETRRYENTS
HEODELONEL LTEFELEERTS
T ENTED,

(b} FDA iiEHEN BRI L. LTILFRT R

B SN TV BHE, oM E L fmemic,
EOREORE L L TELEREETTS
ERDBLZORE L L TETFELRERTS

LEBTED,

4

(1) & Part DS/ L, 2

(2 BHLEY L LTWAFFa A PERRF

FaArbhO—EHE, BTHAT FDA #%HE
LBEZYODELTAZT Yy - Fiou b
No0.925-0261 iZFESNTWA I L,
IOFEy FTRUATFOZEEHELTVS,
BHMICYO LS REEOFXa A M &
7L Y OERS A, MORGETFELTINETR
RTORBBBRD LD, KU
|25 FDA OSZHEBE FlAE,
FOEyE—, B, B, %)
FDA SHHEIIN LT, ZZTHRESRTVA
WEF oA FEEFERNTREETAEAS. £
ittt o iRz, H<ETH
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will be considered as official and must accompany
any electronic records. Persons are expected to
consult with the intended agency receiving unit for
details on how (e.g., method of transmission,
media, file formats, and technical protocols) and

whether to proceed with the electronic submission.

HEXTRAEIAA2 OB L0 R
N, O X o X b ETEEsIC A
LAaithide s,
B ENTOERBFEOHEM (F 2 EEEOFHE,
i, 7y ALDT7 -y b HlEY2 70 b
FN) RUEFRELZED TRVLEMNIRELT
iE, H3%0 FDA ZEFZICEVWEbEDL Z &,

Sec. 11.3 Definitions

(a) The definitions and interpretations of terms
contained in section 201 of the act apply to those
terms when used in this part.

| (b} The following definitions of terms also apply to
this part:
(1) Act means the Federal Food, Drug, and
Cosmetic Act (secs. 201-903 (21 U.S.C. 321-393)).

(2)

Administration.

Agency means the Food and Drug
(3) Biometrics means a method of verifying an
individual's identity based on measurement of the
individual's physical feature(s) or repeatable
action(s) where those features and/or actions are
both unique to that individual and measurable.

(4) Closed system means an environment in
which system access is controlled by persons
who are responsible for the content of electronic
records that are on the system.

(5) Digital

signature based upon cryptographic methods of

signature means an electronic
originator authentication, computed by using a
set of rules and a set of parameters such that the
identity of the signer and the integrity of the data
can be verified.

(a) FFDCA GEFR& & - EFE S - {LPEfRiE) @ Section
201 123 D HEEAA Part THEAEIN TV D138,
F OEH LRI FFDCA o Section 201 {21 5,

(b) UTOREOEREL, APart iTHEA NS,

(1) Act i, Federal Food, Drug and Cosmetic
Act(Section 201-903(21U.8.C.321-393)) GE #§
fdn - EEL - EHERE) ZERET D,

(2) Agency Y iXEREESEFDAEENT 3,

(@) SAFARY PR EWREE bk, BA
O B PRI 2 B A WTRE R BAEAS E DA
BEOLOTHY . hoHETETH S B
FOHBICESOTEATSHD T & 2HBTS
FETHS,

4 7o—XF» RFLEiX, VAFA~DT
TEAR, FOVAT A LEOBEFREBORE
YL % FF % (persons) 1< & D BWE ATV D
BEELD,

(B) FUINEL L, BLBBIMEOR LM
CESCEFEETHE, FUSALBRAITE
DIFRIE AT A—F 12 X D HELE SN, B4
BEBREATHDEZE. RUF—F RELTHD
L ELET B,
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(6) Electronic record means any combination of
text, graphics, data, audio, pictorial, or other
information representation in digital form that is
modified,

retrieved, or distributed by a computer system.

created, maintained, archived,
(7} Electronic signature means a computer data
compilation of any symbol or series of symbols
executed, adopted, or authorized by an
individual to be the legally binding equivalent of
the individual's handwritten signature.

(8) Handwritten signature means the scripted
name or legal mark of an individual handwritten
by that individual and executed or adopted with
the present intention to authenticate a writing in a
permanent form. The act of signing with a writing
or marking instrument such as a pen or stylus is
preserved. The scripted name or legal mark, while
conventionally applied to paper, may also be
applied to other devices that capture the name or
mark.

{9) Open system means an environment in which
system access is not controlled by persons who are

responsible for the content of electronic records

that are on the system.

(6) BEFFHEIIT. A vt a—H VAT AILL -

THERR, BEE. &®EF, RE, BRI dGEES
NATXAN, F774v0, T—45, BF.
B, €OMEREOHFROBAIELEET 5
NERTRELZbOEWVI,

(7) EFEA LT, FEEZEA LRESOENAR
HBHBHHLOE LTARADSER, #A, &RBT
BEFEI P — ¥ TS L LTIRELL
LOTHB,

(8) FEEZEA LI KALLDIFEEZOAAE

TITEMREITH D, HHKABRTEEOXE
BELWZ AT HEVIBEE L - TIT
bnd, FEBRAER2LOTH D,
RURRE AT AEOERENER~—F T
ExF - ERTABREIND,
FEEOADE T IIERNZENAE AR I IR
HLTITbh TV 223, AATPEHER VALY
SN AR LTS BELH D,

9 A—T v VAT AL, VAT HADT Y

EAR, FOVATFALEDEFRBONEILE
FEFOHFICL->TIRERER THWRVWRES
L\au
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Subpart B--Electronic Records
BT iLE

Sec. 11.10 Controls for closed systems.
yu—RF - AT LDER

Persons who use closed systems to create, modify,
maintain, or transmit electronic records shall
employ procedures and controls designed to ensure
the authenticity, integrity, and, when appropriate,
the confidentiality of electronic records, and to
ensure that the signer cannot readily repudiate
the signed record as not genuine. Such procedures
and controls shall include the following:

(a) Validation of systems to ensure accuracy,
reliability, consistent intended performance, and

the ability to discern invalid or altered records.

(b} The ability to generate accurate and complete
copies of records in both human readable and
electronic form suitable for inspection, review, and
copying by the agency. Persons should contact the
agency if there are any questions regarding the
ability of the agency to perform such review and
copying of the electronic records.

(c) Protection of records to enable their accurate
and ready retrieval throughout the records
retention period.

(@

mndividuals.

Limiting system access to authorized

Fua—Z K - VAT LEHES TEFRGOER. £
. BEEFREEETIEIL. UT2REITD
T OFNE L EFEFEE BV 2T hidbin,
ETREROEENE, 2, WEIKULT
BEE
Bh ShERESFY TR, LBLED
BHIERTERVEIETD
T OEMEEERAEICE. FROERE T,
(@) UTAHMECTIEDICVATLON) T =
arEERT D
EHETHD
EFESRH D
—~BLTER@EY OWETHD
BN RRLER SN REEEMNTED
(b) FDAICLAER, VEa—RUIE—IZETD
fobiz, ERTRESZEHO I v—%, ABDER
oM TEARARLBIHEROEH TLERT S
e B, FDABEO L S RETFRHD VY2
=R —RITH I ENTEDINEMNCOVTE
Mpidh H3Fa1E. FDAKCHWEDREDZ &,

(0) TEFRDREMHFICT ORGEE EHEIOBEI
ML TED LI, BELRET D,

Q) VART A~DT I ERALHERDOHDHENTDHR
RET B,
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(e) of

time-stamped audit trails to independently record

Use secure, computer-generated,
the date and time of operator entrnies and actions
that create, modify, or delete electronic records.
Record changes shall not obscure previously
recorded  information. Such  audit  trail
documentation shall be retained for a period at
least as long as that required for the subject
electronic records and shall be available for agency
review and copying.

(f) Use of operational system checks to enforce
permitted sequencing of steps and events, as
appropriate.

(g) Use of authority checks to ensure that only
authorized individuals can use the system,
electronically sign a record, access the operation or
computer system input or output device, alter a

record, or perform the operation at hand.

(h) Use of device (e.g., terminal) checks to
determine, as appropriate, the wvalidity of the
source of data input or operational instruction.

() Determination that persons who develop,

maintain, or use electronic record/electronic
signature systems have the education, training,
and experience to perform their assigned tasks.

;) The establishment of, and adherence to, written
policies that hold individuals accountable and
responsible for actions initiated under their
electronic signatures, in order to deter record and
signature falsification.

(k) Use of appropriate controls over systems

documentation including®

(&) I a—F TEREINDERRIALAZ
T OEEEIER A E A L. R E R, BE,
BT 5 X 5 le AL —2 ANLEBEOD AR %

(BELID) MM B THRET D, THREEET
AT, ThURNCEEI AT EREREL
TEL, 0L ) REXIMBFO FX 2 A > M,
S RABTREIIROLADFEFHME, &
R ELE-HBREL.FDAR LY 2 —R U=
E—TE&D XD,

) BEWRG U BECET 3 VAT ATz v 7&K
WL, BECHFENTRSINEIEFTITPRD &
D EHl¥ D,

(g) HBOHABAMIBRY T EITVED X S HR
Fry/2FERTD.

VAT AEERETS

A LEFINCEAT S

®BiE (EEZ) T4 HOAR
HEBIZT 7 EATS

RETEETS

BYERIT D

(h) BEBERIEL, 7—F ALPEE2 < FOMA
ORYHEEFHET B0, 731 2 (FAFEKR
HE) OF x v BEET D,

() BYEH/ETELVAT AL, #HE. EH
TAHFPHEYFBEORTICLERET., I, &
BEELTWAELE»EHET 2.

() BFECEROBELPILET DI BEFELD

FCiT- TR IR T 2EELRTERFEREARA

BAH, EEDEXFLEINLFHERS, Th

TETFESED,

X) VAFAGDFRFZaAyT—ariz@BL. BT
et E R ERT D,
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(1) Adequate controls over the distribution of,
access to, and use of documentation for system
operation and maintenance.

(2) Revision and change control procedures to
maintain an audit trail that documents
time-sequenced development and modification of

systems documentation.

() AT AOHBAEERRFICET S F¥a A
v OB, T A ERIZOWTOENR
EH,

(2) BREFIMIZITOND VAT L Fxa A b
DERPIEE & RGET 5 X 5 e BT & #E 5
T AHEHOUT - EEEHFIE,
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Sec. 11.30 Controls for open systems.
ATy AT AOER

Persons who use open systems to create, modify,
maintain, or transmit electronic records shall
employ procedures and controls designed to ensure
the authenticity, integrity, and, as appropriate,
the confidentiality of electronic records from the
point of their creation to the point of their receipt.
Such procedures and controls shall include those
identified in Sec. 11.10, as appropriate, and
additional measures such as document encryption
and use of appropriate digital signature standards
to ensure, as necessary under the circumstances,

record authenticity, integrity, and confidentiality.

A—=Fr s VAT LEER L TEFREOER, &

E. #FF, GEZTIFL, EFEHSERENRT

DHFITRDE TOMIE, EFTROERE, T2

fE, (MBS CT) SENEMRTEILI2F

B - EEAER Laidhide by, Tkt
(HEIZRR T T) Sectionll.10 iIZES S5 FNE -
T, RO
DL RRIRTHLEL I, BHEOEEME.
ettt MENERRT IO FE Ak
BB R@EEN 2T U NFBLABEOER, L
ST IR T

BEENLD.
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Sec. 11.50 Signature manifestations.
E4ORT

(a)

information associated with the signing that

Signed electronic records shall contain
clearly indicates all of the following:

(1) The printed name of the signer;

(2) The date and time when the signature was
executed; and

{3) The meaning (such as review, approval,
responsibility, or authorship) associated with the
signature.

(b) The items identified in paragraphs (a)(1), (a)(2),
and (a)(3) of this section shall be subject to the
same controls as for electronic records and shall be
included as part of any human readable form of
the electronic record (such as electronic display or

printout).

(a) BEL XNF-EFRBICIE. BRAICMHETALT
OETERARITT LD HBREST,

(1) BEHFDELEFRL
(2) BABITFhivz BT &L

(3) BaAOENK (LYa—, &R, BfE. /RS

(b) = Section @ LiE(a)1). (a)(2). (a)3) TR
hABERIZOWTIL, B FEROTELHE
BL. ABBEDIHERIC L-ETRE W
BE#HFPERIE ) o—HE LTaET S,
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Sec. 11.70 Signature/record linking.
E4 /RERORT T

Electronic signatures and handwritten signatures
executed to electronic records shall be linked to
their respective electronic records to ensure that
the signatures cannot be excised, copied, or
otherwise transferred to falsify an electronic

record by ordinary means.

BFREICR SN EBEFEARUVEREEAIL, H
A2 OEFRELM/HTE, Zhid, EFE
BABETAENTREAS —RNRABEE AV
E4 0K, FMEIEESY, THRERKTLED
Thd,
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Subpart C--Electronic Signatures
HAEA

Sec. 11.100 General requirements.
—RREIR B

(a) Each electronic signature shall be unigque to
one individual and shall not be reused by, or
reassigned to, anyone else. _

(b) Before an organization establishes, assigns,
certifies, or otherwise sanctions an individual's
electronic signature, or any element of such
electronic signature, the organization shall verify
the identity of the individual.

(¢} Persons using electronic signatures shall, prior
to or at the time of such use, certify to the agency
that the electronic signatures in their system, used
on or after August 20, 1997, are intended to be the
legally binding equivalent of traditional
handwritten signatures.

(1) The certification shall be submitted in paper
form and signed with a traditional handwritten
signature, to the Office of Regional Operations
(HFC-100), 5600 Fishers Lane, Rockville, MD
20857.

{2} Persons using electronic signatures shall, upon
agency request, provide additional certification or
testimony that a specific electronic signature is the
of the signer's

legally binding equivalent

handwritten signature.

(a) BrE£1F. FEATa=—s2tbod L,
DI HEFER., BEE LAWY,

(b) Mkit, BEFEA L IETFELOHEARERE
E. #IH, BETHICERL, TOHEFEL

B,

ANTHDZLERIET D,

aﬂ‘%ﬁ\

(o) EFEBELZERTHHEIIT, 19978 A 20 BLL
Bl AT LA THASRLTWABEFELMN, #XK
DFEXBEH LESEOENRENEZRSLILE
HahTwaAZ L%, FDA IR LCEET 5,

(1) FEAEIE,. HEOFEXEASHIHEDOFF
o A 2 kT, Office of Regional Operations
(HFC-100), 5600 Fishers Lane, Rockville,
"MD20857 (22T D,

(2) BFE4EMATHEL, FDAOERLEHD
e, BFBEABTOELBEOFEHEEERALF
BOEBNRHE T ZROLOTHLZ & DR E
IS BT 2,
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Sec. 11.200 Electronic signature components and controls.

BFEHDOERER L EH

{a) Electronic signatures that are not based upon
biometrics shall:

(1} Employ at least two distinct identification
components such as an identification code and
password.

() When an individual executes a series of
signings during a single, continuous period of
controlled system access, the first signing shall be
executed using all  electronic  signature
components; subsequent signings shall be executed
using at least one electronic signature component
that is only executable by, and designed to be used
only by, the individual.

(ii) When an individual executes one or more
signings not performed during a single, continuous
period of controlled system access, each signing
shall be executed using all of the electronic
signature components.

(2) Be used only by their genuine owners; and

(3) Be administered and executed to ensure that
attempted use of an individual's electronic
signature by anyone other than its genuine owner
requires collaboration of two or more individuals.
(b) Electronic signatures based upon biometrics
shall be designed to ensure that they cannot be

used by anyone other than their genuine owners.

{a) SAAFAFY Z R HS3RVEZTERIT,

(D ID 22— FESRT—FRE, 220 EORIAE
D BERETERT S,

G) FREINEZVATAT 7 EARBBRLTVD
MIicER L TELAETOEE. BYOBELITIE
ETOEFEREFERLZERAL2TAERLARY
B, THUEDEANBTEAERY 1 UL
FATHIERV, AL, TORGOETELAE
Fit, BAEOLBTHETE, $HELEOR
PERTED L IICERET D,

1) BEOBEEF 1 EOFBENILV AT LTS
TABBR LB TIITLReWEES, Thth
DERAILETOBEFEABZEL2ERL TiThh
R B,

(2) BAIIEOAEILL > TOHRERL,

(3) EOMABAUMI L 2 BFEAERORAL
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Sec. 11.300 Controls for identification codes/passwords.

IDa— K/ /A0 — FOER

Persons who use electronic signatures based upon
use of identification codes in combination with
passwords shall employ controls to ensure their
security and integrity. Such controls shall include:
(a) Maintaining the uniqueness of each combined
identification code and password, such that no two
individuals have the same combination of
identification code and password.

(b) Ensuring that identification code and password
issuances are periodically checked, recalled, or
revised {e.g., to cover such events as password
aging).

(c) Following loss management procedures to
electronically deauthorize lost, stolen, missing, or
otherwise potentially compromised tokens, cards,
and other devices that bear or generate
identification code or password information, and to
issue temporary or permanent replacements using

suitable, rigorous controls.

{d) Use of transaction safeguards to prevent
of

identification codes, and to detect and report in an

unauthorized use passwords and/or

immediate and urgent manner any attempts at

their unauthorized use to the system security unit,
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and, as appropriate, to  organizational V74 BYUEHERT (MEILL) HARkoRt
management. EEREFICRE OB BETD
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{e) Initial and periodic testing of devices, such as

tokens or cards, that bear or generate

identification code or password information to
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ensure that they function properly and have not | fFLTHEY, FHLRABREEER TV RN
been altered in an unauthorized manner. LEREBEILT S,
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