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1

1. Purpose
1. B

The purpose of this draft guidance is to describe
the Food and Drug Administration's (FDA’s)
current thinking regarding considerations 1in
meeting the validation requirements of Part 11 of
Title 21 of the Code of Federal Regulations;
Electronic Records; Electronic Signatures. It
provides guidance to industry, and is intended to
assist persons who are subject to the rule to
comply with the regulation. It may also assist
FDA staff who apply Part 11 to persons who are

subject to the regulation.

KEF7 L HAF L ADBMT, BFRERVEF
E4(BT 23R, 21 CFR Part 11 O3 7F—i3
VEMAHT Y A TERTREFHICHL T, &8
EHLHEFDADOBREDEZF2RT L THD, Z
NI, BERIIHTBIHA L ATHY, RFEHICES
T HEHInHA DO BE (persons) ITHRITTHH D
IEMNHEBTH D, £, HRHEINEE (personshHI #F
L Part 11 2 BT 531HicH 5 FDARRIC LR
2LOERDD,

1 This draft guidance was prepared under the aegis of the Office of Enforcement by the

FDA Part 11 Compliance Committee.

The committee is composed of representatives from

each center within the Food and Drug Administration, the Office of Chief Counsel and the

Office of Regulatory Affairs.

KK¥F 7 k- HA & 2id, FDA @ Part 11 Compliance Committee @ Office of Enforcement
OIEEO T TS SN LOTH S, [ Committee (. FDA FIDF &4 —, Office of Chief
Counsel, Office of Regulatory Affairs OARFICTHEE STV 2,
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2. Scope
2. A #ElH

This draft guidance is one of a series of guidances
about Part 11. We intend to provide information
with respect to FDA's current thinking on
acceptable ways of meeting Part 11 requirements

to ensure that electronic records and electronic

signatures are trustworthy, reliable, and
compatible  with  FDA's  public  health
responsibilities.

Electronic record and electronic signature systerms
consist of both manual procedural controls and
technical controls implemented through computer
This

validation of computer systems.

systems. draft guidance focuses on
It identifies key
validation principles and addresses some
frequently asked questions, but it is not intended
to cover everything that computer systems
validation should encompass in the context of
electronic record/electronic signature systems.
You can read more information about computer
systems validation in the documents listed in

Appendix A - References.

AFFT b HAFRE, Part 11 KA+ 2 —ED
HAF 2D 1 DTHD, Part 11 OB L3, EF
RHERUEFELNERNL LEELLED, AFWE
I3t d 5 FDADOEELEFE LA E VD ZEEHE
T A& THBD, Part 11 OBHITEST S5 54T
BRTEDHERLOWT, RIEOFDADEZFTILHE
TAFPEBMT I EB B Y AOBNTH
e

EFRHRUETFELOY AT AL, FIEEHR, RT
I a—F VAT AICEEINDHITEE N L
Eahd, AFF7 b HAF o ADT—=ld, a¥
Pa—& VAT ADNRNTF—arThbd, 54
H AT, AVF—i a BT A EAFAEED
MrTBEELIT, —HOFAQIZRLEIZELTWDS
M, BTG/ EWFELAEALLa a2 v
ZAFADR) F—ia LIIEHAREEEETHE
BLIDELERLEZLOTIRAEV, arta—F -
AT ADSA)F g ATONTILL (TR A OBE
BEHC ST PR o A FEBROZE,

2.1 Applicability
2.1 R

This draft guidance applies to electronic records
and electronic signatures that persons create,
modify, maintain, archive, retrieve, or transmit
under any records or signature requirement set
forth in the Federal Food, Drug, and Cosmetic Act
(the Act), the Public Health Service Act (PHS
Act), or any FDA regulation. Any requirements

set forth in the Act, the PHS Act, or any FDA

WAL - EES - LEABEEFDCA), AkFHEY
—E A%L(PHS ). RUZ0{td FDA QFEHITRE
RrERGEIIELICETA2EHOT T, EFiLER
VETFE4AOER, B, £ BE, RAER4E
ERTOBIC AT 7 b AT ABFERAZND,
FFDCA, PHS . F7-i2 Part 11 #< FDA @R
HlOEMIL, AN A Y ATRETTVT 47— b
N—AERELTWD, KEGOT VT 44—k
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regulation, with the exception of Part 11, are
referred to in this document as predicate rules.
Most predicate rules are contained in Title 21 of
the Code of Federal Regulations. In general,
predicate rules address the research, production,
and control of FDA regulated articles, and fall
into several broad categories. Examples of such

categories include, but are not limited to,

manufacturing practices, laboratory practices,
clinical and pre-clinical research, adverse event
reporting, product tracking, and pre and post

marketing submissions and reports.

—/vi3, CFR Title 21ICEEN D, — AT, TV
F 44— b AL, FDA ORFIFSRICETS
WERgE, Wi, FEEHE I LOT, W OhOKE
mhFIVICAEShD, ZOrT I YL, HIEES
RIRT N EE, BEEFERUTEEANE, 6FF
f(adverse event) DL, WRED FF v * -7, FR
B/ HREOHBRUBEESENH DM, THICRE
AhaEOTIZR,

2.2 Audience
2.2 FH

We intend this draft guidance to provide useful

information and recommendations to:

Persons subject to Part 11;

Persons responsible for validation of systems
used in electronic recordkeeping;

Persons who develop products or services to
of Part 11

enable implementation

requirements; and,

This draft guidance may also assist FDA staff who
apply Part 11 to persons subject to the regulation.

KEST b HAFAOBMIE, LTRATEICE
AE e ERORRRUEE LTI ZETHD,

Part 11 OX&E
BFRBORFIIBVWEVAT LD T
a VREE

Part 11 OB E#RETD X I RESY -2
EHRTLE

AR5 T hH a5 A BETHREITH L Part 11
PEATANECHA FDARRBIZL, Azhatbok
55,
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3. Definitions and Terminology
3. E L NE#H

Unless otherwise specified below, all terms used
in this draft guidance are defined in FDA’s draft
guidance document, “Guidance For Industry, 21
CFR Part 11; Electronic Records; Electronic
Signatures, Glossary of Terms,” a document

common to the series of guidances on Part 11.

KREF 7 HAF A ATHVD T, AHTES
L= b OUSHI2 T, Part 11 K2V TD—EDOH A
Fo AT AHBEB R X2 A P THDLFDADEZ
TR HAF A FHF a2 A b “Guidance For
Industry, 21 CFR Part 11; Electronic Records;
Electronic Signatures, Glossary of Terms” TE## &
nTnag,

(7 : AMEIC i) 5 BEEEIR, ]
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4. Regulatory Requirements; What Does Part 11 Require?

4, BEIEM Part 11 TEHMAZRDLT DA

Section 11.10 requires persons to “employ
procedures and controls designed to ensure the
authenticity, integrity, and, when appropriate,
the confidentiality of electronic records, and to
ensure that the signer cannot readily repudiate
the signed record as not genuine.” To satisfy
this requirement persons must, among other
things, employ procedures and controls that
include "validation of systems to ensure accuracy,
reliability, consistent intended performance, and

the ability to discern invalid or altered records.”

Section 11.10 TiX, [ETFRFOEEML, LK,

(BEIGLT) #EismECTD. £ LTEAL
NE=REBERPTER, LELBVRFHIIERTE
BRWEIITTALIRFELERFEETRVRITH
Ehning T ENEREENTVWS, ZOEGER
ey, (VAT F—va B2EBL,
EWHT, SEERHY, —BLTERBY OMURETSH
h., RUEHRERSCEE SN RRLEEICHET
5| IEEEDREFRRUCERIEZHAVWDIE
AL FRIHMALE LD,
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5. Key Principles
5. ZAFAI

Here are some key principles you should consider

when  validating  electronic  recordkeeping

computer systems.

BTIRARA LI v Y —F S RTF LEAYT
— T BT, EETEERFRELTIORY,

5.1 System Requirements Specifications
5.1 VAT LERGTHEE

Regardless of whether the computer system is
developed in-house, developed by a contractor, or
purchased off-the-shelf, establishing documented
end user (e, a person regulated by FDA)
requirements is extremely important for computer
systems validation. Without first establishing
end user needs and intended uses, we believe it is
virtually impossible to confirm that the system
can consistently meet them. Once you have
established the end user's needs and intended
uses, you should obtain evidence that the
computer system implements those needs
correctly and that they are traceable to system
design requirements and specifications. It 1s
important that your end user requirements
specifications take into account predicate rules,
Part 11, and other needs unique to your system
that relate to ensuring record authenticity,
and, when

integrity, signer non-repudiation,

appropriate, confidentiality. For example, as

section 11.10 has a general

noted above,
requirement that persons who use closed systems
to create, modify, maintain, or transmit electronic
records must employ procedures and controls
designed to ensure the authenticity, integrity,
and, when appropriate, the confidentiality of
electronic records, and to ensure that signers

cannot readily repudiate signed records as not

SV a—F VAT LAONANTF—aEITIOR
T, I Ea—F VAT LB, HLATHEELLD
DTHDHPHASIMMARE Lz bod, Fiidmikes
FEALELOTHLICHb LT, 2 F-a—¥
(FDA ##xt 5% (person)) DOERHHELELT

BEBEDTEETHD. BZz L F-a—FD
=— XRUMER BB L L TRL2Z2THE, AT
LR—BLTEFR=—RARLRANEB EINENE
AT A &I, EENCRARTHEDLEALN
B, TR aA—HFD=—ARUEHANBENLZHILL.,
FO¥IE2—F - AT ACBNWTED=—XH
UL EEXN, £ AT LEVETEM k& OB
WAEAGLN D LV I IEILEIED Z LM ETH D,
VR o FEREHE T UT2ERTDL LR
BETHD,

FLF 4= b =

Part 11

VAT LEROLRT, REDOEENE, T2,

ZEEZOTRVILE, (FLLBIISLT) BE

D FEFE(CIZBIE L 7 FIR
Fz ¥, EEOEY section 11.10 O —AXBEM T,
EFHGEER, EE, fF, BET AR o—X
ko 27 A BB (persons)id, EFELEHDE
Wi el MEILS U TE OMEEEEELRZLO
KL ERBAShEREVREG TIIRWEELED
BECERTERVLILFIBLERFEEZHD
TEBREALEo TV A, & BIT section 11.30 i,
F—F e AT L BV D E (persons) i, HEIC
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genuine. In addition, section 11.30 requires

persons who use open systems to employ

procedures and controls identified in section
11.10, as appropriate; persons who use open
systems must also implement special procedures
and controls, such as document encryption and
use of digital signature standards, as necessary

under the circumstances, to ensure record

authenticity, integrity, and confidentiality.

Other factors not specifically addressed in Part 11

may also impact on electronic record

trustworthiness, integrity and system

performance. You should consider these factors
establish

specifications for them, as well. Here are some

and appropriate requirements

examples:

Scanning processes: where a paper record is
gscanned to create an electronic record, scanner
resolution, scanning rates, color fidelity, and
the type of hardware interface may impact the
accuracy and reliability of the electronic
record as well as system performance.

Scalability-
system performance may be affected by the
and bandwidth

in a networked environment,

number of workstations

demands of file size and types.

5 U T section 11.10 TR & i FIAR FHE &5 ]
FEILELTRY, =TV VAT LAEAVDE
(persons)if, RO FER PERHHEEZRKT DT
LhWEE D, HWeFIERUCERFEICE, A
7RO LB S U CREOE IR, TRk,
B AEEILTAEHII, F¥a Ay FOBSERT
SHENEROEMSEERTET I ERERSND,

Part 11 TSR EATVWARWVWEOMOERD, &
FREOERE. Befk, RUVRT MERICEET
Brlbdhs, tOLIRERIIOWVWTHERELELD
2T, BEAERMAEEBNTOIERLETH L.
TFIZ®ETT,

AFxy=LY  HEORHEEAX v LTEFRER
FERTHEEITIE, AF vy T OBGER AT ¥
VEE, AT —ORE. N FUxT A Y
7 x—AGIEEN, VAT LOBEPCETRLED
R R OB NREEE 52500 Lty
Ar—FE VT4 Fy PU—ZRETIR, ¥A
7 R, V-7 A7 -3 O, BRUT 7
ANDYA XLHEEICL > THLEL R DPRE
Bz &30 b LRV,

BERE . BMEECERBREFORLR. B

Operating environment: sources of E. BE EEEHOEBNLAT AOCBECE
electromagnetic interference, radio frequency BB hh LAY,
interference, temperature/humidity, and
electrical power fluctuations may affect
system performance,
7123 223
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5.2 Documentation of Validation Activity
52 N F—a U MEEO VXAV T—a

We consider thorough documentation to be
extremely important to the success of your
validation efforts. Validation documentation
should

procedures, and a validation report, and should

include a validation plan, validation
identify who in management is responsible for
approval of the plan, the procedures and the

report.

FDA I, SUF—va vEBFHERICETTIC
RRENE FF AT VRBHTERETH
BLrEZA AUF—alrD ¥zt T—ay
2k, S)F—a LHE, SNV T2 CFIE K
A F— g VREEZEDRITERLRY &
f=. B, FIE, LR FPOABEEEE,. F¥a A
Vg YORTHBIZLRTRERLZW,

5.2.1 Validation Plan
521 23 U 5—"-—:‘/3 V%"l@%

The validation plan is a strategic document that
should state what is to be done, the scope of
approach, the schedule of validation activities,
and tasks to be performed. The plan should also
state who is responsible for performing each
validation activity. The plan should be reviewed

and approved by designated management.

AU F—ia CEEER, YRR KX A P TH
v, MET A, RYMEIFE, SV T — 2 EE
DA Pa—N BUOETTECT A7 20 TRH
FTrrE, Ee, AV TF—a COREEOEBEE
ZELERET AL, HERI, BEShEFRES L
Fa—LTHEBTHIL,

5.2.2 Validation Procedures
522 sS)F—ia L FIEE

The validation procedures should include detailed

steps for how to conduct the validation. It should

describe the computer system configuration, as
well as test methods and objective acceptance
criteria, outcomes. The

including expected

procedures should be reviewed and approved by

designated management.

RYF—i 5 VEIREICE. SV TF— v a S OERY
BIZOWTORMAT vy 742805 L FIEOCHIZ
B, BATERETIZE.
AV a—4F VAT ADAV T4 Fal—3
v
T A RFiE
TEREREZ SO ERNLRT T ANENE
ZFEIZSW T, BEENEFRENLE=—LTA
BELHIE,

5.2.3 Validation Report

5923 /S F—a SREE
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The validation report should document detailed

results of the validation effort, including test
results. Whenever possible, test results should

be expressed in quantified terms rather than

stated as “pass/fail.” The report should be

reviewed and approved by designated

management.

AR F—a VBEBIZE, ST VEEOR
ROEME, TAMERLEDTIXELTLIE T
2 MERIEIC (T #RETIOTIER, Tk
B EBMARETRICTHI L, HEEIL, BESH
FEEMENLE - LTHRRTEIL,

5.3 Equipment Installation
5.3 BESDRE

Prior to testing, you should confirm that all
hardware and software are properly installed and,
where necessary, adjusted and calibrated to meet
specifications. User manuals, standard operating
procedures, equipment lists, specification sheets,
and other documentation should be readily

accessible for reference.

F A PORNC, N— F Y =T ROV 7 b U =7 HiEY)
A VA P—A &N LEIECTRIRIZES L O
. ) S UAERESN I L R TERT
Bk, ¥ v =a TREEREFIEESOP).
2D A b, HEEESO RFa AT —Ya i3 E
LIZBRTEALHIICABLTRLZ .

5.4 Dynamic Testing
5.4 EhEYT R b+

5.4.1 Key Testing Considerations
541 7 A ML TERT 2 FEREEEHR

Test conditions: test conditions should include
not only “normal” or “expected” values, but
also stress conditions {such as a high number
of users accessing a network at the same
time). Test conditions should extend to
boundary values, unexpected data entries,
error conditions, reasonableness challenges
(e.g., empty fields, and date outliers),
branches, data flow, and combinations of
inputs.

testing may be

Simulation tests: some

F A P& T A MR, TEE) R 0TT
Man) EIET TR, ARVRRE Ry
fo—2ita—¥F0FT 7 EAREF LEREE)
LEHDBZ &, TAMREICE, BRESLTEN
DF—=FAN, =F—&H. V—ZFTAFA -
Fy il (RAFTDT 4 —NVFROBHOREY
BE) | o lSra0N, T—4% - To— K&
VAADR REHEDEETEHB L,

Sialb—iras TR —EOF R MTIEY
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performed uging  simulators, usually
conducted off-line outside of the actual user’s

computing environment.

Live, user-site tests: these tests are performed
in the end user's computing environment
under actual operating conditions. Testing
should cover continuous operations for a
sufficient time to allow the system to
encounter a wide spectrum of conditions and
events in an effort to detect any latent faults
during normal

that are not apparent

activities.

Fal—FEHVWAGEERH D, RIBDBEILF
TIA VT, - FOEI V- FREATIT

Da

2= - F A FTEREEESLT AL L
#F AL, =R a—FOara—-FER
BEICRWNT, EREOBELEOTTITI>. T2
MME., EoEMEMNT THEEET DL
L. Bix oA Ry N ERBASE, BEOE
ETIXBE NI R VWEENLEREE R
DT &,

5.4.2 Software testing should include:
542 Y7 hT=2FDFAMIBHIELOD

Structural testing: this testing takes into
account the internal mechanism (structure} of
a system or component. It is sometimes
referred to as “white box” testing. Structural
testing should show that the software creator
followed contemporary quality standards (e.g.,
consensus standards from national and
international standards development
organizations, such as those listed in
Appendix A of this guidance). This testing
usually includes inspection (or walk-throughs)
of the program c¢ode and development
documents.

Functional testing' this testing involves
running the program under known conditions
with defined inputs, and documented
outcomes that can be compared to pre-defined
expectations. Functional testing is sometimes

called “black box” testing.
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