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Program build testing: this testing 1is

of

integrated units of code, and the program as a

performed on units code (modules),

whole,
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5.4.3 How test results should be expressed.
5.4.3 7 A MEROFRELIE

Quantifiable test results should be recorded in
quantified rather than qualified (e.g., pass/fail)
terms. Quantified results allow for subsequent
review and independent evaluation of the test

results,
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5.5 Static Verification Techniques
5.5 FREVRELD FiE

While dynamic testing is an important part of
validation, we believe that by using dynamic
testing alone it would be virtually impossible to
fully demonstrate complete and correct system
performance. A conclusion that a system is
validated is also supported by numerous
verification steps undertaken throughout the
These
analyzes such as document and code inspections,

Where

system development. include static

walk-throughs, and technical reviews.
available, knowledge of these activities and their
outcomes can help to focus testing efforts, and
help to reduce the amount of system level
functional testing needed at the user site in order
to validate that the software meets the user’s

needs and intended uses.

BT R PERAYF— s VOBEELRBSTHD
25, BT A P OLEAVTEENOERRI AT L
OEER IR T B Z &k, REMIAAETH
e FDAIREZTWD, VAT LAY F—FER
EWHERIT. VAT LARESREE L TITHEND
WE L ORIAT v o> THLEMT NS, 21
I, FF oA bea— FORBRE, v4—7 Al—,
L E 2 —SOBNSRSH 5, 29 LIERD
HEOREREAFIBETENI. TAMOEREHALNZ
+B 9 A TSI, Tz, 22— A FTITSLA
T h LAV OMET R FOBEDRLTEIATYH
B’IMD, TOFARMI, VT TR =—
X BRUOEREHNFHmELTWAZEEAS)TF -
ABH0bLnThD,

5.6 Extent of Validation
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When you determine the appropriate extent of
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system validation, the factors you should consider

include {but are not limited to) the following:

The risk that the system poses to product
safety, efficacy, and quality; note that product
means the FDA regulated article (food, human
or veterinary drug, biological product, medical
device, or radiclogical product);

The risk that the system poses to data
integrity, authenticity, and confidentiality:
and,

The system’s complexity; a more complex
system might warrant a more comprehensive

validation effort.
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5.7 Independence of Review
57 L& a—0iRi

It is a quality assurance tenet that objective
difficult.

especially

self-evaluation 1is Therefore, where

possible, and for higher risk
applications, computer system validation should
be performed by persons other than those
building the

approaches to ensuring an objective review are:

responsible for system. Two
(1) Engaging a third party; and, (2} dividing the
work within an organization such that people who
review the system (or a portion of the system) are

not the same people who built it.
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5.8 Change Control {Configuration Management)

58 ZEEW=V 74 ¥al—vs VEE)

Systems should be in place to control changes and
evaluate the extent of revalidation that the
changes would necessitate. The extent of

revalidation will depend upon the change's
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nature, scope, and potential impact on a validated
system and established operating conditions.
Changes that cause the system to operate outside
of previously validated operating limits would be

particularly significant.

Contractor or vendor upgrades or maintenance
activities, especially when performed remotely

should be

monitored because they can introduce changes

{(i.e., over a network), carefully
that might otherwise go unnoticed and have an
adverse effect on a validated system. Examples
of such activities include installation of circuit
boards that might hold new versions of “firmware”
software, addition of new network elements, and
software “upgrades”, “fixes” or “service packs.” It
is important that system users be aware of such
changes to their system. You should arrange for
service providers to advise you regarding the
nature of such revisions so you can assess the

changes and perform appropriate revalidation.

We to be an

extremely important tool that should be used to

consider regression analysis

assess portions of a system that were themselves
unchanged but are nonetheless vulnerable to
performance/reliability losses that the changes
can cause. For instance, new software might
alter performance of other software on a system
(e.g., by putting into place new device drivers or
other code that programs share.) Regression
testing should be performed based on the results

of the regression analysis.
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6. Special Considerations
6. FRHCE BT ~EFM

6.1 Commercial, Off-The-Shelf Software
6.1 RO OTS V7 + =T

Commercial software used in electronic
recordkeeping systems subject to Part 11 needs to
be validated, just as programs written by end
users need to be validated. See 62 Federal
Register 13430 at 13444-13445 (March 20, 1997)
We do not consider commercial marketing alone to
be sufficient proof of a program’s performance
suitability. The end user is responsible for a
program’s suitability as used in the regulatory
environment. However, the end user's validation
approach for off-the-shelf software is somewhat
different from what the developer does because
the source code and development documentation
are not usually available to the end user. End
users should validate any program macros and
other customizations that they prepare. End users
should also be able to validate off-the-shelf

software by performing all of the following:
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6.1.1 End User Requirements Specifications
6.1.1 x> K a—VERHEE

End users should document their requirements
specifications relative to Part 11 requirements
and other factors, as discussed above. The end

user's requirements specifications may be

different from the developer’s specifications. If

possible, the end user should obtain a copy of the
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developer's requirements specifications  for
comparison.
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6.1.2 Software Structural Integrity
6.12 Y7 b= TREOTERME

Where available for

examination, end users should infer the adequacy

source code 1is not
of software structural integrity by doing all of the

following:

Conducting research into the program’s use
history. This research should include: (1)
Identifying known program limitations; (2)
evaluating other end user experiences; and, (3}

identifying known software problems and

their resolution; and
Evaluating the supplier’s software
development activities to determine its

The

evaluation should preferably be derived from a

conformance to contemporary standards.

reliable audit of the software developer,
performed by the end user’s organization or a

trusted and competent third party.
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6.1.3 Functional Testing of Software
6.1.3 Y7 ru=TOEET AR

End users should conduct functional testing of
software that covers all functions of the program
that the end user will use. Testing considerations
discussed above should be applied. When the end
uger cannot directly review the program source
code or development documentation (e.g., for most
commercial off-the-shelf software, and for some
contracted software) more extensive functional

testing might be warranted than when such
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documentation is available to the user. More | 5 3. M TOEAIC b, HUKMIZHAET 2 =
extensive functional testing might also be | DB H L
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warranted where general experience with a
program is limited, or the software performance is
highly significant to data/record integrity and
authenticity. Note, however, we do not believe
that functional testing alone is sufficient to

establish software adequacy.
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6.2 The Internet
62 A VH—Fv |

We recognize the expanding role of the Internet in
electronic recordkeeping in the context of Part 11.
Vital records, such as clinical data reports or
batch release approvals, can be transmitted from
source to destination computing systems by way

of the Internet.
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6.2.1 Internet Validation
621 Ay F—Fy rONAYF—ars

We recognize that the Internet, as computer

system, cannot be validated because its

configuration is dynamic. For example, when a
record is transmitted from source to destination
computers, various portions (or packets) of the
record may travel along different paths, a route
that neither sender nor recipient can define or
know ahead of time. In addition, entirely
different paths might be used for subsequent

transfers.

The Internct can nonetheless be a trustworthy

and reliable communications pipeline for
electronic records when there are measures in
place to ensure the accurate, complete and timely
transfer of data and records from source to

destination computing systems. Validation of both
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the source and destination computing systems
(i.e., both ends of the Internet communications
pipeline) should extend to those measures. We
therefore consider it extremely important that
those measures are fully documented as part of
the system requirements specifications, so they
can be validated. Examples of such meagures

include:

Use of digital signature technology to verify
that electronic records have not been altered
and that the sender’s authenticity is affirmed.
Delivery acknowledgements such as receipts
or separate confirmations executed apart from
the Internet {(e.g., via fax or voice telephone

lines.)
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Appendix A - References
8k A - BEEH

Much has been written about activities that
support computer systems validation. You may
find the following references useful to your

validation efforts.
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Food and Drug Administration References
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Electronic Records; Electronic Signatures Final Rule, 62 Federal Register 13430 (March

20, 1997).

Glossary of Computerized System and Software Development Terminology, Division of

Field Investigations, Office of Regional Operations, Office of Regulatory Affairs, Food and

Drug Administration, August 1995.

Guidance for Industry: Computerized Systems Used in Clinical Trials, Food and Drug

Administration, April 1999,
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Guidance for Industry and for FDA Staff: General Principles of Software Validation,
Center for Devices and Radiological Health, Food and Drug Administration, Draft — June
1997.

Guidance for the Content of Pre-market Submissions for Software Contained in Medical
Devices, Office of Device Evaluation, Center for Devices and Radiological Health, Food
and Drug Administration, May 1998.

Guidance for Industry, FDA Reviewers and Compliance on Off-the-Shelf Software Use in
Medical Devices, Office of Device Evaluation, Center for Devices and Radiological Health,
Food and Drug Administration, September 1999.

Guideline on General Principles of Process Validation, Center for Drugs and Biologics, &
Center For Devices and Radiological Health, Food and Drug Administration, May 1987.
Reviewer Guidance for a Pre-Market Notification Submission for Blood Establishment
Computer Software, Center for Biologics Evaluation and Research, Food and Drug
Administration, January 1997

Student Manual 1, Course INV545, Computer System Validation, Division of Human
Resource Development, Office of Regulatory Affairs, Food and Drug Administration,
1997.

Technical Report, Software Development Activities, Division of Field Investigations,
Office of Regional Operations, Office of Regulatory Affairs, Food and Drug
Administration, July 1987,

Other Government References
FOOBIFEERR

W. Richards Adrion, Martha A. Branstad, John €. Cherniavsky. NBS Special
Publication 500-75, Validation, Verification, and Testing of Computer Software, Center
for Programming Science and Technology, Institute for Computer Sciences and
Technology, National Bureau of Standards, U.8. Department of Commerce, February

1981.
Martha A. PBranstad, John C Cherniaveky, W. Richards Adrion, NBS Special

Publication 500-56, Validation, Verification, and Testing for the Individual Programmer,
Center for Programming Science and Technology, Institute for Computer Sciences and
Technology, National Bureau of Standards, U.S. Department of Commerce, February

1930.
JL. Bryant, NP. Wilburn, Handbook of Software Quality Assurance Techniques
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Applicable to the Nuclear Industry, NUREG/CR-4640, U.S. Nuclear Regulatory
Commission, 1987.

H. Hecht, et.al.,, Verification and Validation Guidelines for High Integrity Systems.
NUREG/CR-6293. Prepared for U.S. Nuclear Regulatory Commission, 1995.

Patricia B. Powell, Editor. NBS Special Publication 500-98, Planning for Software
Validation, Verification, and Testing, Center for Programming Science and Technology,
Institute for Computer Sciences and Technology, National Bureau of Standards, U.S.
Department of Commerce, November 1982.

Patricia B, Powell, Editor. NBS Special Publication 500-93, Software Vahdation,
Verification, and Testing Technique and Tool Reference Guide, Center for Programming
Science and Technology, Inmstitute for Computer Sciences and Technology, National
Bureau of Standards, U.S. Department of Commerce, September 1982.

Delores R. Wallace, Roger U. Fujii, NIST Special Publication 500-165, Software
Verification and Validation: Its Role in Computer Assurance and Its Relationship with
Software Project Management Standards, National Computer Systems Laboratory,
National Institute of Standards and Technology, U.S. Department of Commerce,

September 1995.

Delores R. Wallace, et.al. NIST Special Publication 500-234, Reference Information for
the Software Verification and Validation Process. Computer Systems Laboratory,
National Institute of Standards and Technology, U.S. Department of Commerce, March
1996.

Delores R. Wallace, Editor. NIST Special Publication 500-235, Structured Testing: A
Testing Methodology Using the Cyclomatic Complexity Metric. Computer Systems
Laboratory, National Institute of Standards and Technology, U.S. Department of
Commerce, August 1996.

International and National Consensus Standards
EEes R UERNOCSBEE

ANSI / ANS-10.4-1987, Guidelines for the Verification and Validation of Scientific and
Engineering Computer Programs for the Nuclear Industry, American National Standards
Institute, 1987.

IEEE Std 1012-1986, Software Verification and Validation Plans, Institute for Electrical
and Electronics Engineers, 1986.

IEEE Standards Collection, Software Engineering, Institute of Electrical and Electronics
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Engineers, Inc., 1994. ISBN 1-55937-442-X.

ISO 9000-3:1997, Quality management and quality assurance standards - Part 3:
Guidelines for the application of ISO 9001:1994 to the development, supply, installation
and maintenance of computer software. International Organization for Standardization,
1997.

ISONMEC 12119:1994, Information technology - Software packages - Quality
requirements and testing, Joint Technical Comumittee ISQ/IEC JTC 1, International
Organization for Standardization and International Electrotechnical Commission, 1994.
ISO/IEC 12207:1995, Information technology — Software life cycle processes, Joint
Technical Committee ISO/EC JTC 1, Subcommittee SC 7, International Organization for
Standardization and International Electrotechnical Commission, 1995.

ISO/IEC 14598:1999, Information technology — Software product evaluation, Joint
Technical Committee ISOAEC JTC 1, Subcommittee SC 7, International Organization for
Standardization and International Electrotechnical Commission, 1999.

Software Considerations in Airborne Systems and Equipment Certification. Special
Committee 167 of RTCA. RTCA Inc., Washington, D.C. Tel: 202-833-9339. Document
No. RTCA/DO-178B, December 1992.

Production Process Software References
AETOYADY 7 FYTICBATIEERE

The Application of .the Principles of GLP to Computerized Systems, Environmental
Monograph #116, Organization for Economic Cooperation and Development {OECD),
1995.

George J. Grigonis, Jr., Edward J. Subak, Jr., and Michael Wyrick, “Validation Key
Practices for Computer Systems Used in Regulated Operations,” Pharmaceutical
Technology, June 1997,

Guide to Inspection of Computerized Systems in Drug Processing, Reference Materials
and Training Aids for Investigators, Division of Drug Quality Compliance, Associate
Director for Compliance, Office of Drugs, National Center for Drugs and Biologics, &
Division of Field Investigations, Associate Director for Field Support, Executive Director
of Regional Operations, Food and Drug Administration, February 1983.

Daniel P. Olivier, “Validating Process Software”, FDA Investigator Course: Medical
Device Process Validation, Food and Drug Administration.

GAMP Guide For Validation of Automated Systems in Pharmaceutical
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Manufacture, Version V3.0, Good Automated Manufacturing Practice (GAMP) Forum,
March 1998:

Volume 1, Part 1! User Guide

Part 2: Supplier Guide

Volume 2: Best Practice for User and Suppliers.
Technical Report No. 18, Validation of Computer-Related Systems. FPDA Committee on
Validation of Computer-Related Systems. PDA Journal of Pharmaceutical Science and
Technology, Volume 49, Number 1, January-February 1995 Supplement.

Validation Compliance Annual 1995, International Validation Forum, Inc.

General Software Quality References
— g7 Y 7 by 2 T SEICET 2B ERE

Boris Beizer, Black Box Testing, Techniques for Functional Testing of Software and
Systems, John Wiley & Sons, 1995. ISBN 0-47 1-12094-4.

Boris Beizer, Software System Testing and Quality Assurance, International Thomson
Computer Press, 1996. ISBN 1-85032-821-8.

Boris Beizer, Software Testing Techniques, Second Edition, Van Nostrand Reinhold, 1990.
ISBN (-442-20672-0.

Richard Bender, Writing Testable Requirements, Version 1.0, Bender & Associates, Ine,,

Larkspur, CA 94777, 1996.

Silvana Castane, et.al., Database Security, ACM Fress, Addison-Wesley Publishing
Company, 1995. ISBN 0-201-59375-0.

Computerized Data Systems for Nonclinical Safety Assessment, Current Concepts and
Quality Assurance, Drug Information Association, Maple Glen, PA, September 1988.

M. S. Deutsch, Software Verification and Validation, Realistic Project Approaches,

Prentice Hall, 1982.

Robert H. Dunn and Richard S. Ullman, TQM for Computer Software, Second Edition,

McGraw-Hill, Inc., 1994. ISBN 0-07-018314-7.

ElMriede Dustin, Jeff Rashka, and John Paul, Automated Software Testing — Introduction,

Management and Performance, Addison Wesley Longman, Inc., 1999. ISBN 0-201-43287-

0.

Robert G. Ebenau, and Susan H. Strauss, Software Inspection Process, McGraw-Hill,

1994. ISBN 0-07-062166-7.

Richard E. Fairley, Software Engineering Concepts, McGraw-Hill Publishing Company,
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1985. ISBN 0-07-019902-7.

Michael A. Friedman and Jeffrey M. Voas, Software Assessment - Reliability, Safety,
Testability, Wiley-Interscience, John Wiley & Sons Inc., 1995, ISBN 0-471-01009-X.

Tom Gilb, Dorothy Graham, Software Inspection, Addison-Wesley Publishing Company,
1993. ISBN 0-201-63181-4.

Robert B. Grady, Practical Software Metrics for Project Management and Process
Improvement, PTR Prentice-Hall Inc., 1992. ISBN 0-13-720384-5.

Janis V. Halvorsen, A Software Requirements Specification Document Model for the
Medical Device Industry, Proceedings IEEE SOUTHEASTCON 93, Banking on
Technology, April 4th -Tth, 1993, Charlotte, North Carolina.

Bill Hetzel, The Complete Guide to Software Testing, Second Edition, A Wiley-QED
Publication, John Wiley & Sons, Inc., 1988. ISBN 0-47 1-56567-9.

Watts S. Humphrey, A Discipline for Software Engineering. Addison-Wesley Longman,
1995, ISBN 0-201-54610-8.

Watts S. Humphrey, Managing the Software Process, Addison-Wesley Publishing
Company, 1989. ISBN 0-201-18035-2.

Capers Jones, Software Quality, Analysis and Guidelines for Success, International
Thomson Computer Press, 1997. ISBN 1-85032-867-6.

Stephen H. Kan, Metrics and Models in Software Quality Engineering, Addison-Wesley
Publishing Company, 1995. ISBN 0-201-63339-6.

Cem Kaner, Jack Falk, Hung Quoc Nguyen, Testing Computer Software, Second Edition,
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