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HERCHPABE S LRLRET L, BT ERPCBELEOESHRIELITI —FY
ZT7 XY 7 v 2T OEDa—1,

sz Fxr7 47 4 (EndEntity)
SR EHORITHRE ORI, AHBSTEFHLTCVBERF (T 47 4) T,
ARPHEAEZFMT 200, (BA, Bl 74 A, 7T r—arinl)
¥, BIERRT Y FoUF 4T 4 ITRETAR,

AT V=7 FiAIF (Object Identifier)
ATy FOBMEIT S, ATV MCBEEMT bh B4,

#EHAL (Activate)
BREFL Y OBMICHERTL IS TERRBIIT AL, Wiz, #RTERL
THIEEIEFEELEV D,

- R (Key Length)
BF—F DY A X, B7NTY XLTEET S, BEROBEI-RRORSI
LoThED, BEIERTHERVIEEMERMIC 252, BEVWBEA v —
ZERT DO L 5 & ) ice s, HHROMIEE RIL > TENEEY R

« ARRREESHE (Public Key Certificate)

RIDUEBDH D,

+ ROEME (Key Escrow)

BoEREICRE TSI L,

+ #2427 (Key Pair)

AR L ENITHILT 5 AREOR,

« MA# (Subscriber)

BRSO B P L RITSh, BFREAENCERS QMRS T 25
HREAVTELMELITOE,

© MAEIERH

IR HMAFIIN L TRITE N ARBIEREFOZ &,

+ f&Fkit (Compromise)

ARG OREGHBS R, BR, BRFCL->T, TOREELERI L,

i Rl e A L o /L I 1 s R AN 1 S ) Al N

« ARAFE (Public Key)

AR LN RIBT, BAORIECAVWS, , . mm&mnm&aumsnrbéé
DUARE TS - L AERTHS,

MAEOLE L AWRBEEES L TARROREL TN T 2EAE T, NELEHE
RS 5, BFERESHDVIZBICHEREL LV D, ARMIESRHICT, AR
DMAE R, 208, CA O, TOMEAFORAFAMENERES L, CAD
BABTEND,

BB L HHSE (Self Sipned Certificate)
RIERN B O DI RITT 3BTRS, BITERLMAZELAVBRALTHD,

+ %% (Revocation)

HOMIRATNC, Mo 0Bl (K- R2E) KLV BTIHRFEHCTHE
Lo BRI, RADGOBEIL LS, BRBFFIL CA O CRHIIND



K

bbb,

. {78 (Private Key)

PN PR AN AAE 1] ’\I"‘H_H i }_\"@ﬂhb\t CROF I EIT A EHA D
IR TEALLLO SR D AR TR BRI W THD .

. HEBAFAHY A b (Certificate Revocation List. Authority Revocation List)
KPLIBTFIEHAEDOY X |,
T REYF 4 F 4 DEBEOKRS Y 2 L% CRL LW\, CA DEEF#ORSHY 2
F% ARL &3,

. SEAERITER (Certificate Signing Request)
HEEN ORISR TERERT RO B HOER, BTFEA#EERLT IR
HOTLAESWET, TONEICIL, HREOFER, /7 LA, AN
YOMEBEEhD,

.« GEFA®AY o (Certificate Policy : CP)
D EF 2 Y T EffE#EL, HFEOII a=F 4 RB/RBT TV r—vs
vy 5 A~OEREEEET 5. BRI ShILREORSE,

BiE
CHERCETHAEORTERHT s EhOT L,

- B7E4% (Electronic Signature)_
BFCHEOE SR RIET 570 Bhé%%mﬂ. "Bﬁﬁﬂ&%fzk E’*U)ﬁ L.,
MENRKATHS - L ERBETS L L bIc, HABRERTICRLASR TN
CrREHTA LN TES, AMBEESREAVTERLLBEARTVIVE
AL,

- B&B (Registration Authority : RA)
BMIEHERTODMEOAALEE - BB L. X LTREEHLITO M, B
SR, BIEBOBED )b, —ROEER1T). BETSMAEOWME & AL
WL RER R O M. BFHEHFICELA LD, RBITLEVELAY,

« IER (Certification Authority : CA)
B EE RITT SHM, BERIL AMRREMENZSEADLOTHD LiE

Nifs: <>BIEE (Relying Party)
 XEOBA L AT FOLAMBTH
HEIHE, -

BIEfEICT A B EMM T, AE, PURBICH VER TERTTRLRV,

« BIEEMAZ (Certification Practice Statement : CPS)

SEHE R ) St RSV EBERERICOWTORER, BILHNBFIERAEL RIT
+5 & IIRATIRBICET IR E LTHRMIT NS,

- BEREE

WHERBARRO > b, RREBSARMOLSRBERLEEL V), BREEMR
Lk, MAZFOBFABERL, MAESYD THEREL S 70— FFHMRICL
ERYEAENG D, AAT— FEE2BHNTIHICAVIBEE VI,

- BERWE

BIEREARE (TFERBOERXIERCAV 3 BFHERT OBORE) #
BMINLERV), REL, BREBAAROLFBRBENDIBEER

+ 17/ (Issuer Authority)

BHEHBOER - BT L UTRITEBE 1T ) B, BITRIL. BIE/OBE
DHH, —EWORBEEIT,

© Ny aBE%k (Hash Function)

HBOEIOF—FnLBAERD T & Wik ERT 53 EHE, ER LI

Inyvafi)] EEENG, Ay Pafiil, Ny Va@PO DTS EPRTE
R—HEEE . B725 2 o0F—F hbR—0O & 2 lRER S h HHEMEH
BRETHS LV HEEER-S, ~OMENLF—F ¥ RRET SR, BEROE
BLIE Ny Lol R EMTF— Y Oy Va2 B2 RO TEES LB LEER -
FHT, F— I REERPTEHEASA TRV L KR TE 5,

« 7m7 7 AN (Profile)
T BTHESECEBH#AL Y R MR 5 FRRCIREIROR A FEEEDIL

28

UHIJI R Y (Repository)
BFERARRUSERAFLRD Y 2 F 2L WY 57— 5 ~—2,

Yo iEAE
CA #% BFT 5B, HFLVACELERHF NewWithNew) & HW D CA

MR <#>EH# (Private Key)

CAMBRE SR DR, AT, A
RNV E D ICHOFREL IS E R
T3, HAMTEALELOH, THRIC
T HAMBTORRIENTIETH 5.




BEFLUWERO CA BEARTIT D DI RITINRDBTFHHE, ) 7 ERAEFC
LoT, #IORLD CA 26 BFIEH#E RITINIMAEN T OFEAFRIEN
HEEE 2D,

Y7 SERAECIE, FLOAMBICE VAR TES LIZEHE (NewWithOld)
L. HOAREICH LWEAERTES LIER# (OldWithNew) 2352,

s+ CA (Root CA)
PERBR DRBIER G Iz T, BB OB BB 2RIERD - &, FAET D
RO ARSI EORT, RPEERT S,

(A~Z)
+ ARL (Authority Revocation List)

BAEROMAFTORSY A b, HHFRH) 2 1 2BHOZ &,

CA (Certification Authority)
RitFHxsROZ &,

- CAEHRE

RIERICH L TRITS NI FIERE,

+ CP (Certificate Policy)

HRHFXRY L EBROZL,

CPS (Certification Practice Statement)
BILERRELBROZ &,

CRL (Certificate Revocation List) .
TURELTF 4T A DEAFORHY X -, ERBRHY A FEBROZL,

CRL #RiIE
FEREIAE RS, BBIERMBRITT D CRLISERM SN TV A2 MRT 2 &,

+ CSR (Certificate Signing Request)

MAERITEREBROZ L,

- DN (Distinguished Name)

X500 BRIZBVTED HRLZ#EAS, X500 SETHINTE2RET LI &L
T, MAFO—EML RT3,

- FIPS 140-2 (Federal Information Processing Standard}

FIPS & iKEERFRAEENE T, FIPS140-2 HIFSE V2 —A0ERT <&t
FaUTABHABELELD, B2 )74 BHICHLT4BEOEX2 )T
4L (BEV AV I~BH LAV 4) REHTVD,

- TA (Issuer Authority)

RITBEBROZ &,

OID (Object ID)
ATV MBRITFEBROZ L,

PKI (Public Key Infrastructure)
AREBER, ARSI LV HEHIE ZICRIER S AR &L RIT
L. Z0iHEEAVCEL/BARIL, W5,/ HS. WL T5H8A,

+ RA (Registration Authority)

B¥RBESROE,

+ RSA

APREENE B KD—, Rivest, Shamir, Adleman @ 3 &izk->THEEIH, £
DEFE L > TEFT R, EXRBRORERMMORES 4 MALLLOT,
NRREESOREEL LTERL TV A,

+ SHA1 (Secure Hash Algorithm 1)

Ny Va2l D—0, EEORIOT—4 M b 160bit DNy v a HEERT S,

- X.500

ITU-TASO RED T 4 L7 b Y $r—ERICBIT 5 [ERA K,

- X.509

ITU-TASO #ED-BTHAZRCIEA BRI Y 2 MBET 5EBRERE, X.609v3
T, BT ER#FCRRRE RO T, BHAEFORTE N RBOHRLEMT
LIENRTED,



2 AHERGYRT ) OHE

2.1 URYHRY
VR Y RBIEROER S L R HRBRUIAE OXHHRERET 2.

2.2 FEHEHEROLM
MR, YT OWMRERIE L MAESAFTRICT D,

<HRIEE AT HFE>

© CA DARBITH &

« ACP

+ CRL/ARL

- RIEFORBIRIEICBIT 5 H

<HIAEICAMTBEE>
. BIAR/OEDHS CPS
. WEROEDHMAZ T AEREEE

2.3 ORI EDOHE
WA, BIERICMAT A MEAEE S RAHAT, 2OMBRELART b0 LT 5.
SEHE ROV TOREIL, ACP (49 HEFHFOK L —FHEE) 1ZH#D bOLT

%,

24 UYRIPY~DOT 7 EAFE
CP. CPS. IR RUE NG DIEREORUEORIE: ¥ DARKSIL. MAFRUR
Bkt LTHREESR O FA L LTAMT 5.

11

3 AR U

3.1 AHRE
311 AHOMEE
& CP i ESWCRITEh AR BLERN SN Y T V=7 MIMAER LTS,
A4 12 X500 O Distinguished Name # {8/ %, (REBEMBALSFF PKI TIX,
CitJP 4%, £ CommonName [IXAT, MAEHBRATHIHE. MAED
K4 (0—vFXRRE) LERT 5.

3.1.2 AHHBBOREHOI L OLEE
& CP ic & 0 RATEN 5 EHEFOYEIA T, RIEFICL>TEMSH, RSN
HLOBHRODB LD LTS,

3.1.3 MABOEAETELNE
BELRV,

314 fixOAWHRERRT S0 ORA
LFEMRT B bOBRIE, ACP 7 EHBERVEMY X PR OCSP 07wz
AN D

3.15 AHO—BH
BILEART 5 BFHABOMAKSL (subjectDN) 11, BIERN T—BICT Bk -
Bz Y TAES (SN) 28L I LR TES, T, BIEROAH (ssuerDN) i,
(REERBLS T PKI NT, HORENBIERE—BIRLFTLOTH S,

© 316 BE. BIARUVEKORE

HELAZV,

3.2 VIEIOARAMRER
321 HAEROFHEIEFRTIHE
BIE AR L7 OAREE R L TRIER I LIERERITEREIT 5 B
AMEIER & & AR L OSSR IERT A0z, BERNLOF v L VRBAETT
v, BREROFERERTS 0TS, HOHVEREESRE L ERERITER
(CSR) MEARICBIZLY, AHROFHERBTDELDET S,




AR THIAEORT 2AERT HBAILIOMRD TR,

3.2.2 HMMOBIE
IROEESUEAL ST PRI RARAEREMSOTREOHHEELRMLLD LT5F
i, EHEBORTIIEL L, ROVTROOFETAGOFRBE L CLEETH#&
EIEM A BFRBICSLEE L e < THAR B AR,
frks, WHEMEAORIE (323 BAORI, CEDHHHIKILLD,

- RAEROB G

GO, (REEE R OIS IR L AR O 3 e, (R
EMMEAIS R A T O Rl R L 0 BT S N R T e e
JAUBERAA D S T TIL SN L A Y, BRI T RO LT S D
TV T 0 o TR B A R L

Tk, IRMREESERERAS T D D L O ViELA T LB S PR ERI#E O 2 - Al L

A AL, B URRESEMY TH ) D o va i s St po bt D
PN ANV Q1T s Bt el ATk RV BB A) N385 LD LAY K R PN A3
ST BT AU W A LA KAl RI ) 01 b - Ao R R EEAERRA o !
AGEHH AL $IOHE 47

E7o . TALG O EEORE DIV D AT CE W LT g TR RO BT
50 BTN A RRRLS AL TV A T A D A,

. ﬂ’vl}J;*t*‘E‘x’)l,,.y
R R ORIVET S e o . 1 2 B R P A T AN O P ROAT) K XAl Ml i

Eﬁﬁm«mmmaﬂnt,'mbwqm'weﬁkxtmmﬂwﬁmnuw e

SR R ITTIL TR L A, AR TETA RGN TS KT
v T UL S L e e B i D T i Lo TRHER D # AL
A I D,

Aok, (RPREDEMAS T 0 2 L O vikd ) DA, BEWHE e 7 - - Al

AT KA ORISR EM MY T6 0 T O VAL NI 2 S A LD b S
B, EAULLOR ORI TR AT A A LB, G RO TN TR, A R
GO BTT S AL W3 A LA LRI o o1 e Ay D IRTRBOEERA G T S T

G| Re 2 W REAT < 2.3 CARG 1 Lol U B B

o, DGO AR ARSI T, N
7 LU TR X b T A T A s 2y,

T R T

< PSR U e B ) 2 At &
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3.2.3 BAORIE

G 0RO G171, FREERGVI N D gL AN SE R B 4172 M) AR
FIL 22 G ORI D D S Lo TEAEZ L

Pk, VLERORFCHHI S SN Y, HERIEIC :»m’!m#&mnﬂ#ﬁ Ch L HDIL
AAE AL R TR b A

TRTRARDLNTV D 6O I LR L S b DR
'*, B ERD 2 FEMRTRD)
}l FRRTEN B3 & GEeEEoED)

FREIE — A T AP SOOI 2 e B2 BT
ZOHNAR (g7

CALB &AM DM

ik O E R IR LT, (REESER LT PRI RRA TS

FHTECELMNMHS MBS A LU MERTRINO BTN LT 1
A MAMCAECERID R, EAMAE VAN I ERTED
F»**'}? EA% T D T & D NELE D D, (RIEER im"MﬁTI PIST 323k
A M- LD ER ML S, Wy G
L*ﬁ[ﬂﬁﬁ‘imﬁ}iﬁ)éa t/}\/,arl.f)‘ffiéiltA‘J#it“"ii. ¥ BRI D BT DT
PR E DI A1, B, Ml 70— SWEMO N E, F AL
M ORITINDINN 3 #PINO LRI # 0 =2 & -7 VR R % T &)
7 T b RGBT L MEOEINARRALGAEN D HiEIC L 0 I L e T B A

feEs, RSO REMOLBETH, CAOPRRIIT D SHESRGIE, HERIEA
SV THBOERE Th G HEDICA SRR I T A T LA

FREREREAL Y PRI BHEAICHBE 2B L L O T2 BAR, EFHSFORTICE
SIE, ROWThADFECHEYDEES, RARRUHEHELZBRHERITLIEL 2<
THRAELRW, ¥, BFEREETIEVERERLFALTHE. EREPEOT
BENEFBMESOTEEOMERBLHML LI L TIH L, BRERREFOER,
BEETHDZ LOWEL BB L2 TRARHZV, BRIV 2 #FRUC W
T, AHHMAO LR, BHREREOLDERV TR LRV,

7afs, AEMOESIGIRBHEAFOMICBMbIEDTH I, BERAVIAFL RIT
FRBEN, ABORECHCFHEOTIELTHE, 4 EOREH Y RBEOHE
RUGEBFORITE T 2. ’

iR
< EABORE
BRRERMA, ARNAHEO2E—R
COAMEENL BITShOREAS, &iE
BTEDLIAEBR O —DnPh
PERHT DI EIT L o THMOEEN
& IAET D,

< BAFREOHE

ERETENS, 2BEICRHLTY
AMBEN L —, FEFTEHLHND
BR¥*Oa—HELLHENSIETS
FEOVThrERHET S LiCL-T
MO FEEEL VT S,

<> P RE M AEROEE 54
WOBE .

AR AHRBOBSICIE, BAROE
55 R LHRARIED b 2AH 4
BEILIZ VORI DLtk - TE
TR AT S,

<> [HEHTEHLNLBT) L.
UTO LS bniisd,
<HERE B4 02 RABTRE
#)
<H#>HWHERITIR B3 & (FFAEE
DE/R)
<HHEERES— CASDREOAR
BWR CEEICIET A 2 &
RUEOBAFIA (B7) .

| wime: s



<HBOFE>
1. BADOEEH]
ERELHML LD LT 3EARL EREOFLICRAT, BERDEDHDH
WERICLBEAD T[R4, £FEA B, R, EF AT, &K 4 L)
FRAL, BRBAOBOICRET S 2 & CEEROIEY LR THARL R,

[

. BADOKAE

MFER AL L S LT AEAL KEETIERORRLREBORO T
R B I ETRAMEONIEY L2 TR 62,

7243, ACP T, 1 &LL< 2 KCANEORRN THE2EROY 2 MR
BIBLOTHY, KAMBRBICLERZBFFIC VUL, FRIEFBY A bhb

1 R, CPS TEDHILET 5,
[1 ATRBTEZEE]
- REERS - METHELAER
- BIERIFE - EHEEYIRS| HIEBIE
- EREASEN - F (SHAOLO) - SREFERIE
- BSHREFR - RG/ZE SEATH T ATIE
- WERR - BAFMEY HFERE
- B TIR (B 0 BB L B BEH O TR
(2 ARHALEREH]
' ARPD 2 A XiTARE BErLE I ATORBLAEL TRRLAN,
« RRTEIRMGE -EREGTE (GEE)
- ERMBHRIRIE BAEESFR GIH)
o | HEaRE - SRR RIS
- SBIRMRAE - BARIEH
« FrERIREE - EVER R
- ERELBTERNE (6 » A BAPIRITO b D L BRENE)

- B (ROBAPLEREFAOTRMNOLO)
B | SHOENENS (EHEFIFT, R BB LERFLOTRADLO)
- FREBOMBIER B XL FERGEIEA &
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R T ST

WFHOLBFIETS & ALRDRETO Lo)
- HEREEFR
- WREWNE BHEOLO)

3. BADIEAFPROBE
AARBREROBROAEOSELHE L THMT 2881, RERRUARA
MO T4, RMERONESRENT O LAY,
REARBOTHRATIHAL, HERRIERFLRLT, RERDEDIE
ERICENZBEI L b0 Z BTS2 L CHRAFBAORMEE L I L2<
THle bz,

4. EFEHRUERRENS OERERER

ERBESEET I ERERERHRE SACLABE R 2 B8, BT
ORITLABRER LIV 5FE OF, ERRBLTIES) ORKLBRA
OBATRRT S - & CHFEREREOTE LI LR TRbARL,
ERRESOTRESERENSOTEEOERSS BT 28511, 13.22
HEBORIE) TEDSBEIC, BRERANTEERE L L TREAHITYE
BEABEBOBROTCRRTAZLICLVEREROEEONILL 2T, TR
BRVEAE, BRERASTEREEETS LAENL TV 2 ERBMAEO
RyTiy MRERBRBOBROCRTTEL LT, BRETHE - LOFES
SEEL A2 K THAZ B2,

<EROFE >
1. BADEENE
FBEABMLLILTIMAR, ERROFLILHBAT, RIEHOEDHIH
BERCSBEEAOER 4 BEYEAL, BRBICEET S & THRIEED i
LA TR,

2. BAOEAH
EHFZPHL LD ETHEAR, KB ZHEEOVWTHAY 1 KO —0
Y AR ERD RS L CRBRBICERET 2 2 L CRAMONES L2 T
2BV,
723, & CP Tik, B#T2BSIANEORENFELFRO Y X P ERKT
5L0THY ., EAMBERICLELERICO>VTIL, FWIEF/AY X 1 HIRR
L, CPS CEHBZLETE,




[AARRR O DI LEZHE]

-+ BAERSF FBRTELRR
- BERRIFIE - FHUE MG £ EHEE
CEREASEN—F (BEAOLO) - ERIEEERIHL
- BERE FIR « FREL/ LS REEFT AT HTAE
- AR cHATIRA S SHRE
o B FIR (3R Y & BHIL HE BE DO BH)

- FREEIRAREE -ERFEEFR GEF)
- ERBEHHRIRIE - BAFEFR GES)
- EFBERATE - SLE R
- A RRMEE - BASTEE

|+ SRR - ERESESBNE

3. BEADIEAFRFOEE
ARAREEIC LD BT 5HAL, HERRICASFLRLT, RIERDEDD
FRICEE R BT 5 2 L CHHEEBAORMBERELIEL 2 TRAZL 2V,
o5, REBAI X ZERETORBEROIHIRD 2V,

4. ERERRVERSHSOTREER

ERERF HT A ENEEERERE SACENT 2PN 5B/ BAF
ORFLEERESEES0 = -2 BEBIIHET 5 - L CERERRAD
HER LR TR,

C oM, [EFRERIEHEO D E-0EY R ER L EEIL T, BEREGL
BELRATER L2 TRALARY,

EREEEOERESERSNSOERENERSLRIHT 256, 13.22
MEORIE] TEHHFEIC, RHERASEEERE L LTEROHIHE
UHEELBRRBICERET 5 L CHEEROBEDOLIEL 2T, RRERV
PO, BREFANTEERYET D EAIESN LTV EREMEO/ T
Ly MR BREBICH®ETA I LT, FRETHIIEOPEEZTILRLT
s,

<HUTAUDOBEE>
MEABE ML LD & T AEAR, BIERDOED D FHE I, DNBARIEY
—EAREA LR ERAOS TS, FHESEN ST PRI SO BT L
BrMAB RO R B, BFLRERCECLBFRBA RIS LIS
). EEMRCAARRUBHAEBMAOFRESZEEL 2 < TIRBR,

1235, AWMBARELY — &R, (RIEER LS PRI RAG0 E 6 NaEH & i
EAMFELIL, AN ULDETTERVI LD, BFELORMBIZLI ZHD
OEBR L LO L BREND,

3.24 HEBLEVIAEOHER
BHiav,

3.2.5 MBSO IEMMERER
HIE L72v,

3.2.6 MEMEMOLE
BELRZ,

3.3 STH PO AERES R ORI

3.3.1 EEOREFHHOR AR R UGBAE
MABEROBEOREFE, (421 RAMRCERER: BEHRSHILENDL 5
ELNTHIUE. [3.23 BAORIE) THHELZBEXRRIER CERI W R&E
BUSRTAh, MAEOBLRERIZI L TITAD,
5 EAEEFTOESE, ELRTOFEE L IERENEMI2-> TV PERES
NTWEBATL, YEOEHERT L FROFERICLY #TELD LT D,

3.3.2 HBIERDEOREFOARAMRERR UL
PEOITHERT L FAHROFEC L VERT LD LTS,

8.4 KANHHEOA AR R UGB
MAE PSRRI LR AT ) & EITit, KOFHRE) b0 &T 3,

1 R h T AR EHET D,
2. HEBAEELHTHEAEALMIT S,
3. WIHEICHERCES L CRIERICEET 5,
HEREEGATNS M7 U BHAXIBENBEE T, MAFHSBFEALNT

FORHBTERVGEAE, MOPEEAVIARAATHD I L2 T 5, [ mmemre

um: D LB



4 FEAFEDOTA THA I NMIHT 5EA LoBHE

41 EFHEH
4.1.1 ERFOHHRE
1. BRAGERAF
BAAANEREORMEL, RRERBUSFOY— U ARPERALE LIILZOR
HA., #MEEFBUIFO—CARAERAR LIRZORBAL TS,

2. ERBIERFEIENF
ERREFEEEFAFORHE L. RREFRBEUSF MO IEREREHTIE
FAFLREOREALT S,

3. EREI%S T REIES# .
ERBPSOEEFREREONME L. ERBEMEOTEEEL (IEtORBAL
T,
A CPIZRI Y RITSNDIEAFL, Thilshs b omiFig iy,
4.1.2 WEFHEUEE
EAFORAERET 2E 1L, BERATEDDIUTOVTRLDOFREICL - THEHA
HFORAHHET D,

1. s

FAHLCHARBASBRERIC 3.2, BAORIE RURRROEDIBEL K [umz

BTHIEILLVFIAEHEEITI,

feis, REEAIC k5 EHOBEE., IEAFONABRHICLELEFRIINA, FAL
LBFEEREGE CP 1323 BADRIE) ICHE UL REAOKAN Y BB E
BHLERFICRET2 b0 LT,

2. B
FANEFRIC 1323 BAORIE RURERNEDIEFELBRTI LK

DRIAWEETS.
7235, BETOFANHEOBE., REACLSZBHEAROR,

19

S —

-

3. ALy
EAELERBABBRRBICA L FA T 13.23 BAORIE RUBIHACE
HEF—FERNTIILILVRARHEEIT.
B, RBAICL29HOBEICE. RERT I, AR LZEERTAR
CP 13.2.3 ZAOBIE; KEUERBAORAESHRTELEBELBCLI bOLT
B

Fho, HEHAFOFFHMEL, PIKCHY, & CP 1.3 PKI OMFKE L5 9
ECHESNIBIROREMBAZERL, AEL L THRAHRREITILOETS,
¥z, ACPICRIVBE &3, FRIEROED 2 MFXBEUFAHAS LRIBRH
ORISR, NELERL, ThLILAE L ETRERMEIT I b0 LTS,

4.2 FEAFEHFFHRE

4.2.1 FAERUCHEBREE
FAERUREORRICOWTE, TREFAUTOFBIC LY £hT2, 2B, 4
FA VL DBEE, 2TORBFRCEY BTHFREC L VKBS h, BEASAN
BAREY— A, BAMEGEFRRIE S PKL, HFL R BE LAY — v 2L
AT LEBELELDOTHY  KCOP B ATHERATEI TV RVREBLEEA S,
ZOWE, MOFIEEORLADRICL Y, BEERFAE, FEE, BHERRTES
RERAFEM L 2 < T bR,

<EANLOHBOBE>

1 BAA~OEHERT
RIH/IL, BRA~OIEAFORITIE, K CP [3.23 WMAORIL IEDHLHEHK
HFORAY, EEHRUCHREROMIIECHN LT, 2PN TONECEADRE
BEITI,
1) HB0OBE .

BHRELLBTRENAEBOFRICSOVT, EREEA—KLTHB I L
ORBLHEA-BLTWS I EORE., MHSNETHLBRERALD
BER Y EERT 5,

2d. HEBILAWMEHERIIREH T LI, REEREZED T
FELTE LD ET 3,

20



(2) BHEOBE

HIEE P LIBREANEEEOBEIC VT, TREFES KL TWBEI L
DRBCHF SR L TWAHZ & OREREEHT 5,

OB, BIHERASBRRBICHIET 2B, BTEREFELIRET
HAEET AR T HEL, BOTRMTHILIc L EEEOREEY EH T
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5.7.2 AVFa—FD —FKox7, Y7 =T TIHERELEBEORR
N RO T, VI RY T, Fd PREEIRE LSS, Sy Ty TROA
— kYT, VTR T, Ry Ty IF-FEHACT, EONCEBEERITY,
SENMMNICRIERER2ENET S, T, MEREMRICE, TREZRMRY EBLHI,
PIAZE, WIEFICIEMABA Web ¥4 hHiz L Dil%nd 5,

5.7.3 CABFESERLLABEOML
CA HERMAHRIEXILFOBEAMSE LSS, EFRTEOHBIZLY, P
DRI LA LT 2 & b, BERTHESNZFRECESE, 2TOMAY
SERAB O K E 1TV, CRIARL #BR L, CARAEREENT S, Fic, FHROERE
BRMLEEYRLCD,

'

5.7.4 SESRAR OYRMARIL
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=

KERLICL Y, BIBRRCRMAKKL. @Y ORBRESBRMBSICE, 2
R THRESNAFREICESE, MAERCRIEF ICHBELMT 5.

5.8 BIERXIREROKT
BIERSEE ¥ BT 5BAI0E, BEORT O 90 B TRMAFIEML, B
HEROR L ME ORI 2RELFRT5LDLT 5,
BEERAKRT T 2BEITR. YBRIEROEROELAREIIRREHRICT 1
ORI ROETIZ L &T 5,
BRBOEAEEILT ZHE, FHCMAEORELBL O X T, BERBPETD
MAZEOWE L BEZWORERIIBE L. ThEMAETENT D,
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6 Bt Xx=UT7 1 BHE

6.1 BT OERLEER
6.1.1 ST DR
CA B~713, BAERMBACBRBSNAFHOEZSE 24 HSM) £/VT,
HRADIZVOLE, EREVFSFEICL ZHRECLVERINS,

6.1.2 MAF~OEARDXEMT
Ty R UF 4T OMAZEORLERPBIATER SR 5BE 1L, IETF RFC 2510
IFERHEE ST han) K> TAYITA LV TP 7 La T, NLRRICER2
FELL->T, MAFIC &SN L0 LT, BIEBILAY VHAORERES &
BLLBRBILEROIC—2FAL TRV LOEANTEL LD LTS,

6.1.3 BIEE~DLARRO XA
v R UT 4 F 4 DMAEOLRBBAMAEIC L W ER S DBER, IETF RFC
2510 FEMRER S0 L ad) K> TV FA Vb TP I oa VT RTEKRICE
SRFEIZL>T, BIERICHERINDZILDLT S,

6.1.4 WRIEH~D CA LARRBORLST
CA 2APRY, BIEHILLZF Vv ru—- FEABLT DI, XRY 20T 5
BAEOY A P CTRMTILDET S,

615 WMDY X
BOB/IYA XL, BASHKBTNTY XBIKFET D, CALAROBOB/NA X
X, RSATATY ZLDFE, 2048 B b LT 5, DT ATY Xh%ERT S CAIE
HEOROR/NY A XL, FEOEF=2) 7 4 ¥ RETEH AL T2,
T RXUT 4T 4 DB EOROB/NY A 1%, RSA T Y X AIIBHHNCF
SOTAITY XAOBE, 1024 €y b &5, HOTATY XhiERT Iz P
F 4T 4 OEBEOBOBNY A X1, MEOEXa )T 4 2BYTEHA LT 5,

6.1.6 AFRD T A —FERRCHERE

DRGNS A-FiL, BEHTCEIOHEE 2 — Mo TERENS, KRBT A
— S ORERBELHEFT TS a—M I VITI LD LTS,
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6.1.7 ROMHAM
BIEROBIY, keyCertSign & cRLSign vy F&ERT 5,
TV R VT 47 4 D8, nonRepudiation Py M EERT 5,

6.2 HHEROEERTHSE Y2 — /L HEHROEE
6.2.1 HEFEY a—AOBBRTER
CA FLEBDHEMTE P 2 — i3, US FIPS 140-2 L~ 3 & RIS L RBIC T 5
LDETH,
T KT UT 47 f OMABHEBOBHT P2 — A4k, US FIPS 1402 L~k 1 &
RS EORBICERT S LD LT 5,

6.2.2 BAROBBPACLDa fa—1

CA HARDERICHE, ERETRELERLAOERELLEL TS, £, BEMK

DEHFROBRIE (B, B, o277 855, BES) KRBV THERE
DEREYVE LTS,

6.23 HAROTRAIOY
CA AR, ERICL-o THLELSN3PELHRE, 227 vy EhRVbLOLT
k2N
IV RIUT 4T A DMAEORERL, ERIZL > TRELShIBEERE, ©
ARy ERRVLOETS,

6.2.4 HERODASAYIT7T VT
CA RERD Ny 7T v 7, BELFETITI, Bl Ny o7 o 7ERONER
PHTAEBADNIEVDLETITILIICLED, Ny Ty T7TF—2L LTCAH
HRICETHEREW L LY ST TRET 52 LOHFERH S,

626 HHRDT—HAT
RIERIIMAE ORGRET -4 T LIV,

6.26 BBES2—N~OREROBHEIBIHL
CA HARL, BRHEMTZZ Y5, FIAE, BERHENCHIHET V2
AT B R Y OFER S B,
READSy 7 Ty FOBERABENLO Y X F T OREIL, £FaT Frirtil
LTI b ET B,

6.27 BEBEY 2 —A~OHEROEM
IERBT T 4T 4 OWFEY 2 -V TEBENZVESE, IETF RFC 2510 T3
AEBER 7O b ai) (o T, XIXRHRICRRRZFET, €Va—MIAHhEND L
DLTE,

6.2.8 HHBOEMLFE
CA BAROEMLOFIER, BERENIZB WV THECP 1622 REROERAILL
Bavbu—ily FELL, ERAOHEBRYET I ELLELT D,

6.29 EAHROIFHLYE
CA SR D IEFEEL O FiEiL, BIEREMNIZRB VW TACP 16.2.2 SEROEEA
Laavho—i) LRLL, BRAOHERELET 5EELEL TS,

6.2.10 HEROBREIENIE
CA AR EMIE L 2T R B RVIRELDBE, RIEBEANTACP (622 AHH
DEBAICEDavyro—) AL, BEADOHEREETHEICL- T, RERD
BHER: HSM 22k L, UIMBMICRIET S, FRc, Ry 27970
AAERICPAL CTHLRABROFHE I L - THRIET 5,
MAEFLARREI TGS 13, CPS WIMAZERAFTRELZXFCRLET LD LT 5,

6.211 BT V2 —AONM
CAFERE BT HET Pa— k., FIPS 140-2 b~ 3 LRZUEOLO 2
AT 5.,
Ty RZ T 4T 4 DMAEORARE BT 5IEFT P2 —aid, FIPS 1402 Lt
N1 AU EObORERTS,

6.3 @|ATEHIZMET L EOMOE

6.3.1 ARBOT—HAT
SRS, %BOBLRORIEFFARICT S HIc, EHETEB3HETT—HA4TT5
VEHD, BIERL, AW CPS TEDIMMT— A 7 a5 L 2 RETSH
BIENH LD LTS,

6.3.2 ABRBIHE OB L BT ORI

CADNBRSGTHEOA DML 20 F2 AR VWLOL L FOMAROERT 10 £%
Bxlwvwboets,
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TV REVF 4T £ OWMAEOLARBERAEOEHHMIL 5 FLBLRVBOLL,
ZORMEROERIL 2 EEBARVLDOLET S,

6.4 HEHLRAT—#
6.4.1 EHELT—FOEREA VA P

SIBICBOTAV LS CARERDERILT — ¥ B—BTTFRFELZbOEL,
FOEREA VA F—ARBIERTED bhEHECRVERESNE LD ET D,

TV RTUT 4T 4 OMABEREROFEELT — & PRIER TERSRIBEIR. &
HLF— 7 ii—ETTFRFELZLOEL, ZOEREA VA P ARIBIERTED LI
FRECROERSh, MAFKERERERALNDbOET S,

MAELABOET — 7 EMAERERT 5 BB, BHELT—F I FRRER
LDEL, FOEREA VR P ARBERTCED G RE RV ERENAD LD E
15,

6.4.2 EHALT—F ORHE

BBV TAV BN CAREROEHLT — 513, BIERTED bHARER
BRI REEINS,

Ty FLUTF 4T A DMAEHEROBELT— 5 BRER CERENDBEIL. &
LT — F BMABIE R St BEBCESOTRERICHELRELZV LD
L5, Eh. ExbNEEHLT— 213, BB TED DRREICE, WA
IR RETHILOLETD,

MABRABOEEALT — ¥ EMAERERT 5B AL, BERTED LHIRE
B, MAEIC LD R2CRET2LOLT S,

6.4.3 FBHELT—F DEOMOER
HE L2V,

65 aAVEa—FOEX2YT 4 ETH
6651 BEDILEa—FDEXalT 4 KETIHFNES
BEEREMRRIC AT 3 MBS RERERLRL TITbh B RERT 7 ¥ A% 2B#
Ta-boNEETIZ L.
CA S RT h~pu /4 AFizit, 2 CP 5.2.3 Ex ORFNHT AR &8
i) TEDZI—FORIEELALT S,
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6.52 IV a2—FEXa )T Ml
ISO15408 ¥ BE[CE X 2 Y 74 BEX R 2B OMEEIT. BRMICHELITD
zé,

6.6 T4 T7YA 7 NOBIFHER
BIER O — KO 7RUY7 Py =T, BYRYAL IVTRFOEX2YT 4
Fr/aCrBAT~L, MFCPS DRELRUE X2 )74 F =y 2175,

6.6.1 AT LABPRER
JIS Q 27002:2006 [ 127 HAL AT 20KEG. MRRGET) tREULOM
BRI LD LTS,

662 X2V T  EARE
JIS Q 27002:2006 (3 12 % {FHM AT LOKREG. RERGRFL, (B8 i
XV TAA T POFE | TH % SRR L RASHU R
IbDETD,

6.63 FATHAINOEX2 YT 1 EH
HELZV,

67 ¥y rU—20kX2YT 4 HH
JIS Q 27002:2006 & RS LA EDRIEIZHED bO LT3, _ _
#iz L, JISQ27002:2006 @ (0¥ EERCEAER J06 Ay hT—Js¥

SaUT (OEE) BUE TIrEANE 114 Ry Vs OTsCAME %
Boiuciasy s, .

68 FALREVTS
BHBWEL, 7TV - s VECBVTERZEH - MHEERTII LT D,
Bl kL, NTP 4— & 2% GPS, BERIHEIC LOMRRMIRET HND,
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7 FHERCED IR FRROCSP 777 AV

7.1 EHFOTT AN
A CP DBILBHFEITT 5 HEH BT, X509 Version 3 74—y MEAFHRICLY
ERL &4, /-39 1T X600 544 (Distinguished Name, LAF DN &) 2k
WA ENDZ b0 LTS,
AR ATRORITINDBFEHBO T T 7 A Vit EFREROT w7 7 AN %
FLLUIRL, LEERO R 77 A VAR T120DEY LT3,
723, Issuer ® DN X CPS RUZ ORI R BINAZ L LT3,

711 A—PavES
AEY L ORIERBREITT DA F L X509 Version 3 74— v MIAFHRIC L
DIEREND T & LT 5,

7.1.2 HEHEFOLE (RRERBELSFOBMLAL)
AR AHCEITENIBTHHBOLEREEO 7o 7y A LIBTFOR 112 O
br: LR
subject DirectoryAttributes LR TRV 5 REBERBUASFOBME (heRole) (220
T 7.1.10 TEDH B,

713 T XLF TV NEITF

AR O Signature 74T Y XARLATFO@ED &7 5,
shal WithRSAEncryption (1.2.840.113549.1.1.5)
sha266 WithRSAEncryption (1.2.840.113549.1.1.11)
sha384WithRSAEncryption (1.2.840.113549.1.1.12)
shab512WithRSAEncryption (1.2.840.113549.1.1.13)

FEARHUE Dsubject PublicKeyInfo7 A3 Y X AL T 0@ Y &35,
RSAEncryption (1.2.840.113549.1.1.1)

714 AHOEX
Issure & Subject DARTOFRIEAK 7.1 1IREND,

7.1.6 £ HHE
A,
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7.1.6 CPA7Y =z MNEHIF
BIERET 5.

717 FY HOHLER
R LAV,

7.1.8 &Y EMNT ORI
CPS #BRT5 URL 2 8HB LB TES,

7.1.9 EBEHFRY SHET 0 —N FOHF
A CP @ OID 2813,
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#£711 HHEOTOT AN (FEREE)

£7.12 MEHFOT1 774 (HLIKFR Extensions)

A BE FL]
Version © |Verd &35,
SerialNumber © |R—-BIERABRITTIHEBENT2=—IsRELT D,
Signature ©
Validity ©
NotBefore ©
NotAfter ©
Issuer ® %&?D#{iﬁﬁﬂ‘ %, {CountryName i Printable,
EhesHT UTF8 TRk 5)
CountryName © |c=JP (BE®) &7T5,
LocalityName A
OrganizationName ©
OrganizationUnitName A
BRERORY v EFRTXFEILEET 5.
CommonName © ( THPKI-01-*-forNonRepudiatien) &7 3, ’I}‘L_
XFEFIFD0IE, ACP DK THE"E 1.0 &7
F, E e, ™k CA ZHE— IR T E DXFH LT 5.)
Subject © *&?0#&%76: {CountryName, SerialNumber
i1 Printable. #h L5z UTF-8 TR+ 2)
CountryName © |e=JP (EE) LT5.
LocalityName Fay
MAENERBIES OFBEOREILLA,
OrganizationName O | 20BAIERBIHENS & 0—vFbH 5\ IRES
< OrganizationName IZFE# L.
OrganizationUnitName | O 3—r;anizatioUnitName IZ” Director” DIXFFIEEM
CommonName © |MAEORAEu—<vFTCERT S,
GivenName X
SurName x
e-Mail X
SerialNumber A |EBEREESLVERETIENTED,
SubjectPublicKeyInfo ©
Algorithm © | RSAEncryption &35,
SubjectPublicKey ©
IssuerUniqueID X
SubjectUniquelD X
Extentions © | #HER (Extensions) B

w0, (@) R, T0) RBLICL VLA, A I 7yar, IX) BRELR

W EkEERT,
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] B"E [LLd) Critical
authorityKeyldentifier ) FALSE
subejctKeyldentifier © FALSE
KeyUsage © TRUE

Digital Signature X
NonRepudiation ©
KeyEncipherment X
DataEncipherment -X
Koy Agreement x
KeyCertSign x
CRLSign X
EncipherOnly X
DeciphermentOnly X
extendedKeyUsage X FALSE
privateKeyUsagePeriod X FALSE
certificatePalicies © TRUE
policyMapping X FALSE
subjectAltName A FALSE
issuerAltName A FALSE
subjectDirectory Attributes © | EMHEFEELSORE (hcRole) +EH. FALSE
MAEHERRERE ERCERBDE OF
AttrType O |BEOBARILE, TOWEBERORAER
ENE T,
HCActor @ codeDataFreeText {- 4 7 —
TART13 OFEKRE UTF8String TRE,
AttrValues O | subject BBMKORELEHT DBEIL.
HCActorData (= ¥ 135 © HCActor 2 TUE
T3,
basicConstraints X TRUE
CA X
pathLenConstraints x
nameConstraints X TRUE
policy Constraints X TRUE
cRLDistributionPoints ® %;?gg;“gﬁ’m“i URLC. CRLOK | py1 o
subjectInfoAccess X FALSE
autherityInfoAccess Ay FALSE
g0, [0) HLA, (O B VLA, A B 7var, X RRELLE

WZEERET,
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7.1.10 HREEFRBUIFOBRYE (heRole)

1) $FV=7 T4 L7 Y BEHESIRTO heRole Bt

AR Y L Crt, IS0, 17090 THAE L7 hcRole BE2 FTRICTT L O 77 7 4
AMLTRWSZ T2,

subjectDirectoryAttributes ¢ attrType |2 1% hcRole % £ ¥ OID
{id-hcpki-at-healthcareactor } 2ET 2,

attrValue i3 HCActorData T, HCActor ¢ codedData T codeValueData {18
VW, codeDataFreeText & fv 5,

AR Y 2 TlL coding scheme reference @ OID & LT ISO coding scheme
reference ZA\ ', A CP O TEDHIZE 7.1.3 OBKELE LSBT 5 local coding
scheme reference @ OID %, { iso(1) member-body(2) jp(392) mhlw(100495)
jhpki(1) hcRole(6) national-coding-scheme-reference(2) version(1) } % Av: 5, it
HiE, R7.1L3IGRT L S ICKBEREEL AV UTF8string TRET 5.

subject BEBMOEE A HT 54 E1:, HCActorData \Z RIS Sy O HCActor 8%
ETDHILEMTES,

AP, MAEPEFRERRFERVEREESOTREOHSILE, LOM
(BEDOBAHLERTLET S,

#7.1.3 HPKI &4 7 — 7 (codeDataFreeText D #)

Eiks (HAREH) LA
‘Medical Doctor’ -3
‘Dentist’ HRHE A
‘Pharmacist’ FHIED
‘Medical Technologist’ SRS IR A
‘Radiological Technologist’ E Sdsr tit
‘General Nurse' B
‘Public Health Nurse’ {REEED
‘Midwife’ Bhie A
‘Physical Therapist’ HERRIE L
‘Occupational Therapist’ 1EER it
‘Orthoptist’ 1Rt
‘Speech Therapist’ EEEEL
‘Dental Technician’ WRET T
‘National Registered ‘Dietitian’ s 1

49

L Hif%: TS "‘"'*""“'T
L AR 1S J

‘Certified Social Worker’ Hamat
‘Certified Care Worker’ frigEntt
‘Emergency Medical 'Ibcl’E;:;an' bt di
‘Psychiatric Social Worker’ Hrh R AR
‘Clinical Engineer’ B PR T BB

‘Masseur’

bAE7 yF— VIREMILY & 5B

‘Dental Hygienist’

W EL

‘Director’

Z OO REEE B OF BRI

) READ T FEOZEEIZ—BO Space x20)& T 5,

BECHLTBAMFOXEEL AT H I NEVERBMS O ETMELTEE
hcRole X1 CHBITE D L HICED TS,

2% . L3 Directorp B EEM T 2B ST Subjedt 7 4+ —A FD
OrganizationName & (! OrganizationUnitName £%C. OrganizationName {Z
RREREBUBEB L EHBFEN I —=FTHEML, OrganizationUnitName
2" Director” DX FHNE BT 5,

50

‘Prosthetics & Orthetic’ iR L
‘Artificial Limb Fitter’ FoERBE

.| ‘Clinical Laboratory Technician’ | #14:4 ZHksf
B4 (EFRBROERRTE) A { MIBR: ‘Care Manager’ ﬁﬂ—l
‘Director of Hospital b & -
‘Director of Clini¢ BB
‘Supervisor of Pharmacy’ BERIAAT _ L [HIR: Director J
‘Proprietor of Pharmacy’ AR

BB R, DRFIER, KRG,
ERpnE

[ s

]



(2) HPKI heRole Btk 7 74 Notel : HCActor @ regionalHcActorData ¥, #% CP TiXR L7zuy,

4 HPKI o CP T, ISO TS 17080 {25 % & h 7z hcRole BHED ASN. 1 RieE L Note2 : HZAm HPKI CP TE®H = local coding scheme reference ¢ OLD kL, idshpkicdata
FOXITrI7 7415, fiso()  memberbody(? jp(392) mhlw(100495) jhpki(1)  hcRole(6)
national-coding-scheme-reference(2) version(}) } 3%, T OID iX, #1713 . [ B 1
heRole ATTRIAJTE : = ( DEBLEEBRT D,
WITH SYNTAX HActorlata Note3 : 7 CP Tk CodedData @ codeDataValue iXAV g\,
EQUALITY MATCHING RULE  hoActortatch Noted : # CP Cit. codeDataFreeText & LT DirecroryString I211# 7.1.3 iKHIEL

SUBSTRINGS MATCHING RULE  hcActorSubstringsMatch
7= ‘Medical Doctor 2 ¥ DEBREOREAXAVD, %7, DirecroryString

ID id-hepki-at-healthcareactor}
) 2 UTF8String T a— KL bDEED, vy Fr I A3 4F ) —=

-— Assignment of object identifier values yFrFick s,
-— The following values are assigned in this Technical Specification:

id-hcpki CBJECT IDENTIFIFR :: = {iso (1) standard (0} hepki (17090) }

id-hcpki-at CBJECT ILENTIFIER :: = {id-hcpki 0 }

id-hcpki-at-healthcareactor CBJECT IDENTIFIER :: = {id-hcpki-at 1}

id-hcpki-cd CBJECT IDENTIFIER :: = {id-hepki 1}

-~ Following values are defined in Japanese HFKI CP:
id-jhpki CBJECT IDENTIFIER :: =
{iso(1) member-body(2) jp(392) mhlw(100495) Jhpki {1) }
id-jhpki-cdata CBJECT IDENTIFIER :: = { 'id-jhpki 6 11}

—- Definition of data types:
HCActorData :: = SET OF HCActor

HActor :: = SEQUENE {
codedData (0] CodedData,
regionalHCActorData (1] SEQUENCE OF RegicnalData OPTICNAL ) —- Notel (Do not use)

CodedData :: = SET {
codingSchemeReference (0] (BJECT IDENTIFIER,
— Contains the ISO coding scheme Reference
- or local coding scheme reference achieving IS0 or national registration.
—— Local coding scheme reference in Japanese HPKI is id-jhpki-cdata (defined above)
-— In this profile, use this OID: Note 2
—- At Jeast (NE of the following SHALL be present
codeDatavalue [1] NumericString OPTIONAL, -- Note 3 (Do not use)

codeDataFreeText (2] DirectoryString } —— Note 4

RegionalData :: = SEQUENCE { } -- Do not define in Japanese HPKI CP ~
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<&E>
LATHZ, heRole % & 7= X.509 Subject DirectoryAttributes #3E% DER = =— FL
fT 5D ASN.1 iR ¥ 7 LI BIETRT,

Medical Doctor O

No Type Len Value
030 61: SEQUENCE {- SubjectDirectoryAttributes ext.extnValue contents
206 3:  OBJECT IDENTIFIER subjectDirectoryAttributes (25 29 9)
704 54 OCTET STRING, encapsulates {

930 52 SEQUENCE {-- SubjectDirectory Attributes
1130 50 SEQUENCE {- Attribute:hcRoleAttribute
13 06 6: OBJECT IDENTIFIER '1 017090 0 1" - OID:'type
2131 40 SET {-- SET of AttributeValue: values
2331 38 SET {-- AttributeValue:HCActorData
2530 36 SEQUENCE {- HCActor
27A0 34 [0] £~ HCActor
2931 32 SET {- CodedData
31A0 12t [0] {- codingSchemeReference: local coding scheme
3306 10 OBJECT IDENTIFIER '1 2392 100495 16 1 1"
: }
4542 16 {2] {- codeDataFreeText
470C 14 UTF8String 'Medical Doctor'
: }
}
}
}
}
}
}
}
}
}

S-S PARREa A b
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7.2 FERABRDIVA DT T AN
721 N—Ta &F
PRELAAIFEITT S CRL X, X.609CRL 73—~y MERONA—U 3 X 2RI D
L5,
EARERO T2 7 7 A VR T2 1ILRT,

7.2.2 CRL & CRL = bV SLIRGUR
CRL = b U DIERIEROT 0 7 7 A M LFOR 722 D@D L5, CRL LR
BROTaT AR, LTOXRT23 08D ET 2,
Fho, (O HILA TO) BB L VYA, 1A BA7var, Ix) HEEL
RN EEKT,

%1721 MHBERHY A LOT 0T 74 (CRL EAER)

T4 =K _E |
Version @ | Ver2 &5,
Signature © | L7011 Signatwre XMkET S, L 'Lmﬁ; SHA: 1WithRSAEncryption
Lsuer ® HEEDHBAT S, (CountryName iZ Printable, %
HLigh UTF-8 Tkt 2)
CountryName © |=IP@EEILT S,
LocalityName A
OrganizationName ©
OrganizationUnitName A
CommonName © |RWEROR) Y ETFTIFENEERT S,
ThisUpdata ) ©
NextUpdate @
RevokedCertificates @
UserCertificate © | R UIEHHED serialNumber % i,
RevocationDate © | kBEMEEHT D,
CrlEntryExtensions © | $LEEM (alEntryExtentions) #8
CrlExtentions © | fLIRMEE (crlExtensions) &R
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%722 HE&FRPYAOTTT 74N (CRL X Y §L3RHH arlEntryExtentions)

TA—NF RIE B Critical
ReasonCode © FALSE
HoldInstructionCode X FALSE
InvalidityDate X FALSE
Certificatelssure X TRUE

%723 EEERPY 2 FOT T 744 (CRL JLRER crlExtentions)

TA—NK 0 R”A Critical
AuthorityKeyIdentifier © FALSE
IssuerAltName A FALSE
CRLNumber © FALSE
DeltaCRLIndicator X TRUE
IssueingDistributionPoint (@] 4%l CRL % AV B3B8 184K TRUE
FreshesCRL X FALSE

7.3 OCSP 7uzZyAn
731 RA—Va %5
RELZV,

7.3.2 OCSP BB
B Liev,
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8 HEHEEEE & £ OMLOFHE

WEHMEE R, £<{ 0 PKI AEEAKEFAOFRAR L2V HE—-X b ThHE, &
CP It~ CILRB% RITT HREML. & CP DEHICRLECE-TVDEVIT L
FRIEE. MAZRCHPK] BB EMRLBNBET H TRITI L0 LTS,

8.1 REEME
BHROEMEETT. 1| FUTORMBTITORE bO LT3, BL. BE. X,
B0 2. BIEROWBICKREREE o L BERELERR ERT 500 LT

bo

82 EBHOHT - BE
IR, BIEREELEET- TV ARMALMY L, WAL ATEE
FHiEMEEYEXT I LDET S,

8.3 EEH LPEEZEOMER
BEEL. BERENPEOMBICET A LItLoT, HEEEMILMILTND
LD LT D, BEHE. HEEE LSV LAEREERLRVLOLT D,

84 EHET—~
geEit, A CP RUBIET 3 CPS s 13—+ 3,

85 EEBREE~OME » .
WA, BEARRBORTO L, BERICSY HEHTRICK T o HBHELE
N :

8.6 EEEROBH
EEHICL - THRSOEEECBET 3 BR2XRARER Sh A BIERXTHER
Bid, MAE. REFRUHPK BEASMREBIELICENTEHOLT D,
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9 OO LR UER EOEIH

9.1 Hé&
HFHOB BTN T, & CP IV EASh 2 RIE/HZET5b0L L, K CP

THIRE L2V,

9.1.1 FEHBORITUIEHH
BRE L2V,

9.1.2 HHBZB~DT 7 & AEE
BRELRV,

9.1.3 KIUIATF—F AERA~DT 7 L ARE
HELIZ,

9.1.4 FOMOY—ERTHTIHE
BELRV,

9.1.5 fAWEREUESE
BELEV,

9.2 M¥LOHEME .
& CPICfVER SN HRIERIL, £ ORRNNEE CLE L ShD+aRMBNE
R HERE L7 < TIEAR B 72V,

9.2.1 {RBRO>HEFIKGEER
HELAZW,

9.2.2 FOMDOEE
HELRV,

9.23 TV KT VT 4T 4 (¥ 2RBRUIRIE
BELAZV,
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9.3 EEHHROWERE
9.3.1 WEHMOKHE
& CP it 5 MEER MR T 5 B AR VB OER L. SEYI%, CRL | FRIR[HIE
75 CPS D—# & LTHRMICARIN-LORRE BERRNR L L THRDI S,
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WIEES : 03-3595-3412

FAX &% : 03-3501-5712

e-mail 7 KL A : hpki-cp@mhlw.go.jp

1.53 CPS O#Y VEAHEARETHE
CPS & CP ~OE &M 2 RET 2%k, HPKI BERFEMREEL T2,

1.54 CPSABFHEE
7 CP i3, HPKI REEAFMERBI L > TRBEND BDO LT D,



1.6 L MR
(B~A)

« 7—H#A7 (Archive)
EBFEAFEORIT - RPICHLIEES, WERO VAT LMERICEbL I HEEY
RETsZE,

» BFE 7Y XA (Algorithm)

WL HEITIE, SHI25 2 SOREE S ARBEEL . YbLIC LR LR
WAHIIRERE S (WEBRES) 5. BIFICIE RSA. ElGamal H5. fEME#R
ERENDHY, BEF I AKEBAFZERED DES FE#H L < DES o#f#k e LT3
Fom AES 2 ¥ b3,

« BEBE Y 2—/ (Security Module)
BHECIAEELELIRE L, BT ERRSBELEORBRERITI —FD
TRV 7 vy =2TDEY 2,

+ 2 RFxrF 45 4 (EndEntity)

SR EORITHRE ORI, AHBSTEFELTWSEE (=745 4) T,
ARBERELHATS b0, (AA. Bk TR, TFYr—a i)
BB, BERET Y FLF 4 F ST,

« A7 V= Fi#BIF (Object Identifier)
ATV FOBANETI D, ATV MIEEMNT B —ERIE,

- JEHAE (Activate) _
SFBELRCOBBIHERATIIENTEIRBIZT A L, Mz, HHTERL
T3 L EEERILEV S,

« @E% (KeyLength)

RF—F DOV X, BT NAY XLEKET D, BHROBET-RCBORSIC
LoTHRESD, BRIIRTNVERVIZEMEREIC2208, BAPHEEA yE—T
PERTIEOHM LN L) ICRD, FROMEEREH D> CHNZER LS
RT2ZUERD B, )

« BOMEIE (Key Escrow)
BoEBECRHEPET AL,

- @7 (Key Pair)

AR L THICHIET DABREOR,

+ JAZE (Subscriber)

B CRBREDN T D DEFIEHELRITENDE,

© MMAEEHAE

FRERD LAIAEITH L TRIT SR AREHRAEDZ &,

- f&Fs{t. (Compromise)

HARLEOWEFBRIEBE, R, RASICL-T, TORHAELKI L,

#iE#E (Relying Party)
FUOENBL B ARBEREO AR TRIET ST/,

« ABg (Public Key)

HAEREMNCRIET. FUINEBLRORITICRAWS,

- /ABRREEEAE (Public Key Certificate)

MAEOR B EAFRELHES L TARBOEEM LA 2EHE T, MEILAE
IZARY T 5, BYAEHEDL D WVIRBICERE L b ), ARGIERAECT. ARE
OMAEEHR. A&, CA OFR. ToMmIEHEOHARREN LRI, CAD
BABTEND,

BACEAHMHAE (SelfSigned Certificate)
FRERM AFOLDICRTTIETFHRAE, RIOTFL LMAELBRALTH 5,

4% (Revocation)

HEMRATIC, Moh0HEE (B - Hkiey) kb %%EE%%%%W:T% \l
aogx%mu\xAm6®$%ti6#\%%ﬁKHCAmﬂﬁf%%éné:
LbdH D,

- FEHE (Private Key)

ARG LT D8, AT MARRR 2N L CROEELTNERT S,
FARTEL LI LD, TRAEHIST2ARBTOLRERRRETHD,



7};&

. ZEBAESZHY R b (Certificate Revocation List, Authority Revocation List)

KU ETFHHEDOY A b
Ty R VT 45 4 DHEBBEDOESY X % CRL &\, CA DIEHREDOKRTIY 2
FZ ARL &V,

- FEBAERATER (Certificate Signing Request)

MEEN LRERCETFIFERTL RO L HOER, EFREAELIELTI
DOTL 2BERT. FORNEICE, PHEEOFE. 17 FLA, AR@%R
EOERBEENRD,

. EFBAEAR Y o (Certificate Policy : CP)

HBEOEX2 YT A EREHLL, HEDAI2=T ARG/ XRT TV r—Va
YDI T A~DEREEREET S, LT ERREORE,

BERE
BERCBFIERFOFTLRETIEFOZL,

. &TE4 (Electronic Signature)

BIXEOESHERIET 5DILMT bR ELER. AR S REERIAEL.
HENRKATHS L BHETS L L BIC, HRIBMIRPILEEASHL TR
LAY A LNTE S, AREEESXERAVTERLEBRETVINE
AHEbWI, -

+ 4B (Registration Authority : RA)

BIHPERTORBEORALEE - HEL. T & LOREBRBE LT OHE, B
EAR. READKED > b, —HMOEELITY, VIETHIMAE OB & FAE
WA EE LRI N, BFERBCERA LY, BITLILVIILERWY,

- #RIER (Certification Authority : CA)

EFERELRITT5RYE, RERIT. 2HBMEVRIEADLOTHD EIE
BATASIC T BB SHEME T, AE, FIAMBTH Y EETERTRIERLR,

. ZBILEMEPRE (Certification Practice Statement : CPS)

SEREHY S ESWERIERERIC OV TORES. BIERBEFEAFERIT
+hHLERBEATIERKBETARAL LTHEMT oD,

. BEREE

BELEARBEOS b, RELEARBOLSRESN TRV D, REEBAR
&2, MAEOREAMREC, MAERND CGEREL YV e —FT58RIC1
ERVERAEND ID, NRV—FEEET ARV EBEEV I,

U

REEGARE (BFEAFOERXTERCAVIETHERT OMORE) 2
BEENEZEVD, KL, REEBARBOSPRBEINIBEER

+ B1TR (Issuer Authority)

BTEREOER - BT EL LTRITEE 2T OB, RITRIL. RIEROHAE
DHH, —WOEEETH,

« Ny 2B (Hash Function)

BEORIDF—ZNbEERDOT V¥ AR ERERT HHEFE, £R LICHER
Inyvafl) EFREND, Ny Vaflil, Ny VaENbROT—FEFHETE
BW—FEtEE, B23 2 0OF—FZMnbR—D Ny ¥ a ENER EN D ERMEH
HEETHD L VWIHIHERERFO, ZORRMLT—F 2RR{ETIHIC, EEMOE
BLicAy Vali ZENTTF—Z 0y Va2 RO THEELZ LB LEEN K
FThiE, F—E2RBEERPTHIAEINTVRNI L BERTE 5,

a7 74V (Profile) ‘
EFHPABLMEPELS Y A NIRRT AFARVLRBEROFATREED LD
o, .

U#Y b Y (Repository)
TFHABRCHAELRYY X P EBHLART AT —F —2,

YU HRE

CA BFEFTIBIC, FLWECBLEHHF (NewWithNew) & HWHRD CA
SLH LMD CA B RTT 2D RITSNABTFHAE. V7 EHEC
roT, HROEARS CA N OEFEAELRIT SN NMAEN TOEABTRIN
wEE R B, . v
VU2 HEBREICE. FLOARBIEWHERBTES LHEHE (NewWithOld)
. HOABEICEH LVWEERTES LERE (OldWithNew) 853,



+ J— b CA (Root CA)

BB OBIEHEICI N T, BEOR EMICETIREROZ L, THIZETS
REROAREEEAEFEDORIT. KHEELET 5.

(A~7)
« ARL (Authority Revocation List)

RIEROEAEFOCKYY A b, ERFERP) A LEBROZ L,

CA (Certification Authorit);)
WIEREBROZ L,

- CAEHE

FEERITR L TRITS NI BEFREAE,

CP (Certificate Policy)
HERERY VEBROZ L,

» CPS (Certification Practice Statement)

RIERERELZBRBOZ &,

+ CRL (Certificate Revocation List)

TV R UF 4T 4 DEEAEORHY X b, MEABEHY A MEBROZ L,

» CRL®3E

SEAR BARIE A, FRIEAMHEITT S CRLICE#HEN TV I NEMRT DI &,

+ CSR (Certificate Signing Request)

MAERITEREBEOZ L,

+ DN (Distinguished Name)
X500 HHBIZBWTED b4, X500 B CHBAIFERETHZ T
T, MAZEO—BHELERET 2,

- FIPS 140-2 (Federal Information Processing Standard) »
FIPS bRk EEMRIEHAEERE T, FIPS140-2 STV a— Mk R&t
Fa ) FABEMERELELD, FExa) T A BRI LT 4 BEROEXF2YT

4V (BAELAI~EE LSV 4) EEDTOS,

+ IA (Issuer Authority)

BITREBROZ L,

+ OID (ObjectID)

FT V=7 FBATFEBROZL,

+ PKI (Public Key Infrastructure)

ANPGEM, ARBEESLERE VBRI E ZICHBIERSAMBIERELRIT
L. ZOEASERVTEL BLRE. WE/H5, BIERRRICT DA,

+ RA (Registration Authority)

BEREBROZ L,

- RSA

ABGIE S5 D—o, Rivest, Shamir, Adleman ® 3 AIZ k- TR IN, £
DL4FIR Lo TAHMHT bz, EXREHOFRESFOBERSZRFALELLOT,
AHGEFEOFEL L TERLTWS,

+ SHA1 (Secure Hash Algorithm 1)

Ny Y2 BEO—, FEOEIDOFT—F1b 160bit Dy T BEERT S,

+ X.600

ITU-TSO BED T 4 L& b P —ERIZET 5 EBRERE,

- X.509

ITU-TASO #HED B FIHAERUIERELRZ ) 2 Mol 5 EHEMR%E, X.509v3
T, BFERSCERERE R T, EFEAEORTENMABOERZ BT
LN TED,
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2 ABERCIEIHY OEE

2.1 UEIMY
YR MY l;t"ﬂﬁfﬁﬂ)ﬂi%%&9&@1%%&0’7)[1)\%@9&@)?‘*&%{%%1‘6

2.2 FEHIEERONKE
WIERIE. UTOESERIES L MAEBAFTREITT S,

<KEFICARTIEER>
CA DLARBIEAE
- RCP
» CRL/ARL
© REEEORPARIEICETIXE

<IAFILHTIHEER>
» BWIEROED 2 CPS
- BRIEROEDBMAEICET 5 BT/

2.3 ABROMYXIXEOEE
WIERIL, BERKHET A HRNLEREINAET, TOBERLLAMTIH0ET S,
SEHBEBCOWTOERIT. ACP 149 MHBORME —BEL) KESLOLT
3,

24 VRYFYAOT I ERER
CP. CPS, EEAERUTN b DEHEORIEDRIESR ¥ OAMERIL, MAXRUR
WA LTREAHY MR L LTAMT 5,
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— - - .

—— Ty —— —v =

3 BRIRURIE

3.1 AMRE
3.1.1 AHOMEA ,
K CP RESOTRITSNOERBCEASNDY 7 V=7 MAEBMAES LT 5,
JMAZE 41 X.500 & Distinguished Name #1835, REBEFRIELDEF PKI TiL,
CHJP %%, £/ CommonName iZXET, MAENERATHEES. MAFD
K4 (n—<FRE) 20875, '

312 AHNEREHOI L OLEN
A CPIZ X W RITENDEHEOHENERINAIT, REFCL-TEMEHh, FRHEN
5LH9BHOHIHDLETS,

3.1.3 MAHFOEAMIIEAME
RELZW,

——

3.14 & DAHHREMRT 572D DORAN
AFEMRT DDORANL, R CP 17 ERERCERHY A FRTFOCSP 0Tn 7
TAM RS

3.1.5 AHo—EH
BERNBEITTHEFEABEOMAES (subjectDN) ik, WERNT—EILT I
WYY TAEE (SN) 282 en &5, £, BER/DOELFH (ssuerDN) X,
RBERIBUSF PKINT, HOFEOWERE—BRELRTHOTH 2,

3.1.6 Wik, RAEKRUCBEEOERE
HRELR,

3.2 FE DA AR
3.2.1 MAROFKFEZIENTIHE
BEEENER LILER7 OARBERT U CRIERICH LEAERITERET OB,
AHRIEAELAAR L OSEERT DI, BERMLLOF ¥ L PREBA T
W, BRERBOFELERTIHD LT3, HAVIIHEENEH L EREERITER
(CSR) DEARIESZICLY, FAROFEEERTIHbDET S,

12



RIERWTHIEE OR-T L AR T 2B EITTOMRY TRV,

3.2.2 MR

FREEEFIEILTE PKI RAERCERBUEOREEORELHHEL LI LT5H
i3, EHEORITIZALD, ROWVTNUIOFETEHSOFBE L ILER T 2880
EEMLBEBICLREL 2L TR biwn,

ek, PEEEEAOBIED 13.23 BAOBI] WEDBFECLS,

- BAMBOBS
PR IEEAR, RRERMESOMEMICRHE LEEREORAD 20—, £
ERBEEFORELXZTT LRI IEERL V RITSh A HERNED 2 L —72 Y
DB LRITE L HZR LIRS, SESTHRERDLATH D L0
AE—DWThEEHT D2 LIC L » THEBOEEM X MET 5,
7B, EEBMNEDI R R LIZGAIT, EEMR CRRERSHEETHE 2
EDMERRRHZ R INI LD ETEN, FRUSADER B CEEEYIELE
f. DRSO E, BEMIENLRITSNDEE 3 4 A URNDOXHENED
AP—R O RREREES THH I L 2RI AREORNENEE T2,
T, TNOLOIFEDORICAV 2 EFEEEICIT, BFEMFACBOCEBOERET

¥, MAOBICRHTAEEICE, BHERACSVWTEROTRETHIEDR
BERERLAZ L TR LR,

X OIBRBETHTERDOLNTVWALD) X, UF0Xd>2boiiET,
ERE B14502 (RHRIBREY)
< ORFEMTRRA H 3% FUEOETR)
C BEREY-CAROHEEOAR, RERCERICET AL FRERV
ZOEMARE (1BR)

BFEAEL VS HE

AR OBBEOEBE RS ITE DL, REEFBULE PKI RERBRTT 258
FEAVEFELAMERELAVEEFEL L LAMERERUERORTTIEF
FEREEAVEBFEAILLY. REMEMIETHZ LN TE B,

ZO%E, REEFREWMSY PKI SERANRTT2EREMIETB4AERE
CEDEBTEALAVIHEE. FAFCRRERBEE THL 2 L ONENRENE
EHRTH, BEBERIERORITTIEFEREL AV 25841, 3, #HEam
HEOa -, BREEAMOIHG. FEIGMRENSRITEINDIEIE 3 VAURDOEH
BAEFEOAC—RERREFBES THD L EIRTIEHEORHELRIRNE

HLEFEORANBRIN T2 T2 B2, WBFEIC XL VIEH L2 T2 B RN,
v BB, INLOFERAVIBETY, SIEOBRIC AW S SEEEITT, BEA
- BABEZOHS KEWTHEBOEEZE CHIEDRANBEIN TV AR TR SRV,

FIRBCAEAS, RREFREESOMBRMCERHLLHRBOBRO Y-, R
ERBESORELZ BRI EERI Y BITSNBREBRAEDO I —R Y :
DHBEPLRITE L COIRELLENE, FESTHREROOATVE LO*D 3.2.3 MADREE
AV-HLIRERGRETIEROWThPRRIET 5 2 LIC X o THBOEE RBEFRBALS T PRI SERICGERE L RFE L & 9 LT 5 EAR EHBORTIZAE
HESFET B, IH, ROVWTRAPOFETHH ORI, RAERUHRHEED 2 RRBICIIEL 2L
e, HEBHEOAE—EBHLCHEE, REERRREFSBS THLZ ' T3 bivy, £, BRREL AT 5ENERRBLGALERE, ERBELEOY
EDIFABRRICARENIbD LT, TS OIEAESE CEEME I LIS BEVPEFBPEOFEEOAFLFHL LD LT 285813, EFERREOTE,
B, PREMOXHG, FEHMENORTISNAEE 3 4 ALNOXLBEDED FEETHD I LOEELRRRICTIEL 2 < TRAZ DR, YAV EHIC>W»
IR YRRERBES THD Z L 2 ATIFEORHEELEAL T3, Ti. ARHMAOL O, BHEEREOLOEAV TR LR,
Eiz, INLDOMEOBICAV S EEERICIT., PRFACEO THEROEEET 2B, AEOEDERERFEOIMLICBOIEDTH ) . BRERVBHEAELRIT
HLEORANERHSh TR TR BV, BEET DB, FEOREEVCBRE DL LT, 4 EOBRTICR Y RIEED

FAERVEHEOR TR ERT 5,
© PREFAMSARHGOEE T RBOEE
RS APBIOBEITIE, BIERDED BRI ARACED b AR 2 <FEBOHE>
AL b DRRHTDZ LT & » TEEMRSIET 3, 1. EADORES

13 © 14



EAFEHFHLLS LT AEAR, EREDELRIRAT, RERDEDIH

WERICUHBAD (KA, £EA B, HRI, EF GAT, &X 4 FREVD)
PEAL. BEROBOICHRNTH 2 & CREMHDILIEE L2 TRV,

. EA DA A

MAZZRAELL S T AEAR. RIEBTFIBHEORFLRERORO TR
BT ETRAEDMEEY Lz TER LRV,

7235, A CP T, 1 AELIE 2 ATHAALORREFTEL2EROY R 2R
HBIZL0THY . FAAMERCLELBRICOVTH, FREAB VR 21D
RIRL, CPS TEDHZ L LTS,

(L AcmETEIEE]

- BARERS CESTELRR
- SBERSRE - EHRWERG EEEE
 EREAAED— K (BEHOLO) - EREEERIFE
- BiBRE IR - WELI B SRS R PIEE
- MEHRRK ~ CEATBESSIEEE
NEFE (3B Y B2 B ILHBE S OTHMN)

[2 REHBKELZEFR]
AP E 24, XIEARE BEMLE 1LATHRE LR TEIRBRW.

» SRREIRBRAE - ERESFIR GEF)
- ERAERERRIE - HAELSTFIR (GEE)
A . JLFEAE BRE - EESIE
. AR ERIREE - BAgirsH
- NIRRT - ERBITAE
*-gmiﬁﬁ%ﬁﬂ§' (6 » B LHRITO b D L BEKENE)
s AN (RDBRIBLEBBEFLOBREMAOLO)
CSHOENERE (BFESIORT, B BABLEREFLOSHTOLO)
B - TR EBLOMBIIERE LR BR TR E
(OFROEHET 6 » AURORITOHD)
- HFEEERFIR
- FRENE BHFOLO)

15

3. BADERAERHOBR

EABBREROBOCEEOEHELHS L THET BN, BEERUTEA
MOSIERT AL, REEBOIERRENEbLOLLRT, '
REARBOCHET B0, DEVRIRELRAT, BEROEDH IS
R RE R L bORRINT 5 2 L THBEBAO RHEBEIIEL 2<
TiR bRV, ‘

. EFRBRVERBESOTREHER

ERRHELET HENERRENEE SATEASS PR DRAE. BT
ORFL-EFERLERTIE8E T, BEFRBRLYE) ORAERER
OBOTERTTS 2 L CERERFREOERL LR TR,

BRSSO RENERRPESOEBE OB L T 2541, 1322
MEROBIE] TEDHBEL, PHERASEEHERE L L CREAHIITSE%
BEERBRAOR N CRFT S - LTk VEBREROEEDOSIEL H 2T, T8
RRVEEHE. REERANTEEREHT S LARENL TV ERMBZO
NRo7Ly VRERBREROBOTRTRITAZLT, FEETHI I LDERE
SEEEL 72K Tidla bizv.

<EHREOHE>
1. AADEEN :

EHBLFAL LD ETHEARL, EREOFLICEZ T, RIEROED HH
HEFECUEEAOER 4 FHETEA L, BERICERT 5 2 & TREMLOMIE
LA THR b2, .

. AADA AL

MAREFHHLLD LT A3EAR, REBTABHEOVWTIAN 1 ROI—D
B R 2 B L CRRRICERT D I & TRAEDIIESE LA TR
2BV,

B, & CP i, BT 2R AMEORRATRABHEOY 2 b EST
BLOTHY . AR LEREEIC VT, ARERNY X b bR

L. CPS TEHBZ L LTS,

(AR DITLEREHE]
« B ARE SRS - CERITELAGR
- BERAIAE < EERHTG] EEEE

CEREAREN—F GEAOLD) - ERUEEERITE

16
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- BEREFIR » PR/ KBTI T RIEE
- MR CEATMES SIENE
BB FIR (R Y B AL EE S OBHM)
- SEREORERGE - ERFESTFR GEE)
- B REERRIGE EEESTFIR GEE
- SEFEMAERE - REESIEE
b B RBRAE - BRTE
- STEERIREE - ERELFTRNE

3. MADEHERFEDOER
AADNERIC LY BT IHAIT. ERRAEAFTLRAL T, BERVEDD
BRICENPBET A2 L THBEFAAORFEE R LI L 2< TRRL2R,
k. REBAMC L AFECORBEEDILIFIRDA,

4. ERRERCEREEE OFEE R

BAREK LB THENEARERERE SATCERELBET2H8IL. EAT
ORTL-ERERRATFTLEO -2 BFBICEETHZ L TEREBREO
BEEPMIELRL TR LRV,

T, EFERIEAEO I —0FYRZMIZZA LML T, BRI
HELRPRATEZ LR TR LR,

EFSESOETRENERBNEOTELS ORI LHHTHHEL, 322
MO TEDDERIC. FHERANTHEERE L L TRROHIBEIL.
WIS A A REDICERE TS Z L THEEROEEDE L it SR
B, BHEEAANFRERLET S EAENL T HERBEAED/ T
Ly MU s BRERICEBETH LT, FEETHIIEOERELIELRLT
[FRAYSR A2 AN

<FvIADHE>

EHEERPFL LD LT ABRAIR. RIERBOED BRHEE T, ANEAGRIEY
—EARFE LEBREEEAOETFES. RREEREMST PKI BUEROETT S
BELARTHELAVEEFEL, H LT NCBLZBFELRRBT I LICL
Y, BEMRUCAANERCHEBEEAOREEREIEL 2 TRHRL2,,
Bk, ARBARIEY— X, RRESELST PKI RLBOELMIERESIC
L3 BFELE, YEAALPETTERNWI ML, BETELAORBICEIY ZNE
DEBREIELE LD LB REND,
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3.24 BEELLRVWIIAEORE
BOR,

3.2.5 HWEAOEYHRER
HELR,

3.26 HEBEROKRE
BELRY,

3.3 SEH PHENOARANMERERE R OFSEE

3.3.1- BEOREFHEFORAVERERE K URERE
MAFEROBEOREFIL, (421 FAMRUREFHEE HPERINZEND 5
FELRNTHRIE, 13.23 BAORIE CHRHLAZFTEIIRERS HER IhcR&Y
BUBETIH, MAZFOBLAERRFRTIILTITAD,
5 EFBETVEE, BHLHEEOBER L ITREDEMR2> TH D DHEES
NTWBEE, PEOIAERTLRBOFINCLVFHETI D LTS,

3.3.2 EHAERLE OBIEFOAR AR K UTERE
PEOIEAERIT L RROFIRC LY HETLILOLT D,

3.4 K FEREOAR AR R R
MAZBRBIEBITEPHHERITO & 2101L, ROFMFHCHEY b LT3,

1. REE BT HMEABLHET S,

2. SEABE RS TIBBEEHLNITT B,

3. MEBUIEIASRITERETELA M L CRERCERFET 5. BFELMNE
DOBFBERTERVEER, MOFEEBVMAZEAANTHD 2 & &5,
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4 HEBREBEOSA 7V A I NHTSER EOER

41 FEHIESH
411 EAFOBREL
1. BRAREE »
HRANIEHEOHBFE L, REERELSFOV—EAFHRERAE LI BZEOR
HBA, REEFREUASFBOY—CAFAERAT LI EOREBAL TS,

2. ERARRAELAE
BFREREAEEAEOTHEL, REEFREUIFICHDIERRRERTOE
FEAELLEEOREBEAL TS,

3. ERMNSOTHEENE
ERSMEOFBEEAEONWEL, EFRNEOFRES L ITORBAL
T3,

& CP Izl D 24T SN BHERER. TILAD b OB ITHIT 20,

412 HRFRRUAE
SEAEOMAEZRET 55, BERATEDDIUTOWTIHLDOFHEEIC Lo THEHA
BOFAREEITS.

1. %8
BAE L RRBARBRERIC 13.22 BAORI RUBIEROED 2 EHLE
BTHILCLVFIAREET D,
g, REAKL B RHOBAEIL, EABORAEFILERBFEIML, A
LHBERRO CP 13.2.3 BADBIE KM L REAOK AN HBTIRLE
ELRFICRET B b0 T3,

2. Bk :
AANDBBERIC [3.23 BAORIL RUBERNEDIEREBETHILICX
DFRIREREET .

i, BRTOFARKORE, REANCLSRHIIRDRZV,

19

3. FvIAv
ABAE L HABARZRGERICA Y 54T 1323 BAORIE RUBIEROE
DETF—FEENTHIZEREIVAAREERITD.
2B, REACIZHEOBAICE, RERT—FITNA, FARIDIEERUE
CP [3.2.3 ZADRIE] ITHELZREADEAES BRI TRELBELELLSbOL T
3, ’

¥, EREORMAHMEIL, BHICHLY. & CP 13 PKI OHEMGEHE] &5 9
ETCREISNIRERORCHELEM L, AR L LTHAREZTIBDOLT D,
Fiz, ACPICHIVEE Sh5, FRIEROED 3BRIERUHEORKE bR PH
OINTFL, NEREBEML, THHIRABRLELETARPHEETILOLT S,

42 FEAEREFRE

421 ARAMRUEERESR

| AABRUEMOBRIIOVTHE, FRENUTOFEIC LV ERT 3, B, 4V
SA4VICLBEAR. 2TORBTIECE Y ETMTRICEL Y £l h, RERBAK
BEABIEY— 2, B4ARRERELIT PKI, # L TN LS — R EF
s L2 BELELDOTHY & CPERBATERCE CVWAVERbEEND,
FOBE. MOFELDRBEDEIILY ., BERAAL, . PHERRURE
RERE L2 T2 B2V, '

<BADLDHRFEORE>
1. BRA~OEHERT 4
RIRIE. BRA~OIEREORITH, & CP [3.2.3 EAORIE] CEDLHPIE
HEORAE, BEEMRUCRBEEROMIIN LT, TUEFRUTOFETEAOR
RET,

1) ¥HBOHE
RELZNLIBRINEZBEOFTEHII VT, EREES KL TWSZ L
ORBLHER—BEL TV Z EORER, BFEN-ERLEFHEERAALD
BAREREET 3,
¥, ERCAVAIHESIRERTIY—2RY, REERLEDT
BELTBLLDLTS, ‘
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(2) BEOBE
HEENOERTEINTEEBOEHICOVWT, BREFES—HLTWEHI L
ORRPEER—HLTHAZ L ORRBY ERT 5,
ok, BEERAPRERICHET 861, EFEAEELIRET
ERAELERTIHETE, BOTRMTHZLIC L) BEMORREEET
5, BETRMNTHHET. EFENEE LXBETFHERHELERTING
%, BEEEAA~KARESWEE CEMT 22 L1280 EERORELRIT
Do
2B, BBICAWENESIL, BERCTREFERZED TREFELTEL
LbDET D,

3) Avs4 L DBE
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2510 EEMIHEER TR han] K- TAHYFA VTP a0 XEBRRRICR
EhFEICLST, BIERSIXEENIbDETD,

6.1.4 REE~D CA ARGORST
CA ARSI, REBC LBV ru— NEARETIHI, FHR) 28075
BEOY A M CARTSILDETD,

6.1.5 @D¥AX : _

BOB/IFA X0 EASh A7) ADHKFET B, CAEERAEOROR/ YA X
12, RRATATY XADPE, 2048 £y b T3, oTAT) XL EHERTS CATE
HEOROR/NY A XX, AE0EX2 YT 4 2R HFETIV A XET D,

Ty REVT 4T 4 OEREOROB/NY A XL, RSA 7= Y X AITEHEICH
ZERTATY XLDBEE, 1024 ¥y b T5, tho7ATY XbeERT 2 Py
F 47 4 DEHEORORMNY A XL, REOEX2Y T 4 2RETIVA XET D,

6.1.6 AREDONT A—-FERRUSERE
ANRE T A—F 1L, BECEAHEEVa Moo TERERD, ARENT A
—5@%E&§bﬁﬁ%in—wm;bﬁﬁﬁoaféo
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6.1.7 ROPIBAM
I P&, keyCertSign & cRLSign D'y M EERT 5,
xv P57 4 T 4 D@L, DigitalSignature Oy M ERT 3,

6.2 AHRBOFRERUHE BTV —VHTOER

621 - BEBEYa—NOEERCER
CA BB OMMT Y 2 — i, US FIPS 140-2 L~UL 3 & 4Ll E ORI T 5
LOETB, '
Ty REVF 4T 4 ODMAEHRERORME Y = — ik, US FIPS 140-2 L1 &
RIS L L OB 25 b0 L T 5,

6.22 HEHERBOEBALLDa bo—
CA AFBOLRICIE, ERTEE L HRLAOEBELLEL TS, £, BERK
OREROBYE (B b, B, Ry s 7y 7, &, BES) KRBV THHEEL
DEREELELE TS,

6.23 HEROZZRI/nyY
CA AEEIL, BERICE>TUEL Sh3FAERE, =2/nvshlnbo by
5.
TV REVTF AT A OMAEORERIL, ERC Lo TRELENRIBEGEHRE, =
AzuarENRnWL0 LT3,

624 FERONSYIT o
CA BERDNSY 7T v 7k, BERFETITY, BIxiE., Ny o7 v 7 EEOHER
FETAEEADOISNDOLETITFIXIICLEY, Ny s T v 7F—FELTCAH
FRITETAHEERS L L) RS ETRETIREOFEYH S,

.25 HEROT—HAT

BAEFIIMAZE ORERET —HA T LR,

6.26 BBEESa—N~ONEROBMERYHL
CA FEGNE, BRACKWTAZLET5, B, BAARBENCHIFEEY 2
—NVRIZRIRT DR EDOFERD B,
HEA~DR I T v TOEECABMNLDY R FTOHE, X a7 FrrNiiR
LTIFH boLT5,
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6.2.7 MEETa—NL~DIFROEW
EBEBI VT 4T 4 DREEE Y 2 - N TERENR WSS, IETF RFC 2510 I3E
HEEB o hal) (K- T, NidFRCERRFET, EVa— VAN END D
DET B,

6.2.8 FEHBOWEMLS L
CA ALAROEMALOFRL, BIERENICRVTA CP T6.2.2 AAROEHAICE
Dayvbo—i) LALL, BERAOHEREETIELLELT D,

6.2.9 HEROIEEELFSE
CA BEROIEFEMA LD F BT, BIERERIZEWTA CP 16.2.2 FLAHOBEEAIL
rIaavira—n) EEULL, BREOCHEREETOIELLELT D,

6.2.10 FAROPEFGIE
CARABELWELRTRER G RVREOHE, WEREATHCP 16.2.2 HHE

DﬁﬁAKlbﬂkbﬂ—WJ&EU<\§#%DEﬁ%ﬁT6%K£OT\ﬂﬁ%@

Bmahi: HSM 3 Z=£&Iath L, XiIwENCBET 5, s, Ay 27y 70
AERCELTHLRBEOFRE L > THET S,
MAEFLABEEFEZIT, CPS VITMAEBAFTHELAXFLERTI D LT D,

6.2.11 IEEEY2—/VOFHE

CA FE@R P BNT BIFEE Y 2 —ik, FIPS 140-2 L~V 3 L RIS Lo b2 E
)il pro

T RIUTF 4T 4 DIAE OREREEMT S FE V2 —/Vid, FIPS 140-2 V<
N1 EREULEDLDEFERT D,

6.3 @ T7EFHIZET A EOMOME

6.3.1 ARBOT—HAT
ARSI, % B OBLORIETRICT DI, EETELFETT—IA47T2
VERSD, BRI, 4GS CPS TEDIMMT —HA 7S5 L ERET D
BERHZ LD LTS,

6.3.2 ABREIEREOH LM & 2T OB

CA ARSI EOAYHMIL 20 EXx A2V bOL L ZOREROHEHIL 104£E%
BxinwboEd s,
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T RZUT 4T 4 DMAEOLARBIERASORESMMIE 2 FE-22VbDE L,
FORBBOFERIL2EEBARNVBDET D,

6.4 IEMELHAT—%

6.4.1 BEHET—FOEREA X =2
WIERBICHWTAV LIS CA BRAROEMLT —F X—BETTFRFRERbD & L,
FOEMEA VA M= NVIRER TEDONZRELENE IS0 LT3,
X RTUF 4T 4 OMAEFLEROELT — & BRIER TERINRDHEIL, &
LT —ZII—BETTFARERbDE L, FOEREA VA M MIRIB/TED LN
EHRECEVWEE SN, MAFKELREZONRDI LD LTS,
MABHEROEET —F ZMABNERT HBER, BT —Z R FRITRER
Lok L, FOEREA AN NARBIERTEDONZRELHEVERS WL bD L
T%,

6.4.2 TEMALT —& ORE

BERICEVTAV b E CA BEROFBIEAT —# ik, BILRTEDBIHIEI
pnELIcR#EIND,

LU REUF 45 4 OINMAERLEROFER(TF — 2 BRAER TERINDBEIL, &
HALF — F BMAFIE L bR %X, VARV THERCEELRELLR2VHO
L3, £, GRONEFERT — 71X, BILRHTED BRI, IMAEI
IR BRETILOLTD,

MAZBREROBERLT —Z 2 MAEBERT HHEL. RIERCED bNBEI
D, MAFR I VEL2ERETILDETD,

6.4.3 EHELT—4 OZOMOEY
HE LAV,

65 aAvFa—FDkxalT 4 ER
6.5.1 BREOAVE2—FDEX YT 1 BT EEMNEF
MEREARBIOTT I URBELREBEEREZR L TIThNATERT 7 B XS 2HH
THEDOMEEITIZ L,
CA VAT A0 7 A VEICIE, A CP 1523 84 OFENCHR T 5 AR & 3
IF) CEDDa—VOREELAL TS,
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652 aLVa—Ftxals i
1S015408 #BEIT ¥ 2 ) 7 4 BMWEPRIT 2L 0OEEITV, BEOICFHERTD
zE,

6.6 TFA7HA I NOBIREE
RIER PHA—FU=TREY 7 =Tk, BYRVAINTEFOELXFa VT4
T2 ulhEAT, BRCPSORELEACEX 2V T4 F=v I 21T,

6.6.1 AT LBIFEH
JIS Q 27002:2006 5 12 8 HH A7 AORE, BARBRMRT) LRZUELOR
BiZiE> b kT3,

X 662 tXa)F ERER
JIS Q 27002:2006 M 12 ¥ HH 27 LOWE, BRRCHKET]. [F13E #HR
X2 YT 44T OFR], 5 14 B EBUREE] L RS LSBT
S5Hb0LT B,

663 FATHAIADEF YT 4 BE
HELRV,

67 Xy U—rDEXYTF 4B
' JIS Q 27002:2006 & R EOFEIZHES bo LT3,
Bz iE, JIS Q 27002:2006 @ MF10E WEREATHE 106 Xy hU—7J%&
- X2 VP OFHETEUE TI/7EAHH 114 X bI—20T77ERHEH %
SZNCHYT 5,

68 FALREVT
WHRHEIE., 77V r—a VEZBWCIERZ A - BREZERTIZ L LT3,
#FlziZ, NTP #— 2% GPS, EEFHSICLIRARMBETLND,
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7 EAERCED Y X FRO OCSP DFu 7 7 A

71 EHABOSuT 7 AN
X CP ORIARBRITT B AHEIX, X509 Version 3 7 +—= v MEBEERTEY
- fERR &4, E7-iE8AEL X500 %714 (Distinguished Name, SATFDN &V 3) 2k
D—BICHAENSbD LTS, :
FRY VIRPENRITENDIBEFHERAEO T u 7 7 A Vik, BEXERO v 74 0%
#£T1L1IRL, #HRESOT 07 7 A V2R 7.1.2 DEY T 5,
72383, Issuer @ DN X CPS RO MBI RXTICRRRIh2d Z L LT3,

711 HN—Ta E&E
FRY VORIEHBRIT T ZEMAE L, X609 Version3 74—~ v }\EEW?%}F"UM
DIERShBZ LT3,

7.1.2 FEHAFOIR (REEFELAIFORELST)
FRY VITREWRITS NI BEFHEHEFOLRBEO T 0 7 7 A MIUTOXK 7.1.2 D
BEY LT B,
subjectDirectoryAttributes LR TRV REBEFBUSITFOBME (heRole) (oW
TH.7.1.10 CE® 3,

7183 AN IXAFT oy NERF

EAGEAIMD Signature TATY XLIRLUTOEY &5,
shalWithRSAEncryption (1.2.840.113549.1.1.5)
sha256WithRSAEncryption (1.2.840.113549.1.1.11)
sha384WithRSAEncryption (1.2.840.113549.1.1.12)
sha512WithRSAEncryption (1.2.840.113549.1.1.13)

FEAFRIE DO subjectPublicKeylnfo7 VT ) X AILITFO®EY £33,
RSAEncryption (1.2.840.113549.1.1.1)

7 14 AHOHR
Issure & Subject DAROHERIIR 7.1.1 KR END,

7.1.5 AR
Buiaus,
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716 CPA7 V= MBIF
BIRIRET B

7.1.7 RY TR
ALY,

718 AV EMFORIRUEE
CPS #8B+25 URL 28D LB TED,

719 EFEHERY AR T  — FOFW
XK CP » OID &##7 5,
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%1711 HEHEOSuT 7 AN (EERFER

HA BRiE Bt
Version ©® |Verdtt3,
SerialNumber © |R—BIARBRITTHEAFENCa=—I RELETD,
Signature ©
Validity ©)]
{ NotBefore ©
NotAfter ©
Issuer © HRFOLMERT D, FCouﬂtryName i Printable,
Zh U UTF-8 TiEikd5)
CountryName © |c=JP (BE) &T 5,
LocalityName JAN
OrganizationName ©
OrganizationUnitName A
BEEROR Y v EIRTIFEINETHT 5.
( THPKI-01-*-forAuthentication-forIndividual] &9
CommonName ® | %, 2B, XEFIHO01ME, F CP DRETHIH
LOAR"ZFT, £/, "k CA #M—ITHHTE 5
FHET5, )
Subject ) ﬁﬁ?—@&ﬁﬂﬁ' 6‘0 (CountryNan_xe: SerialNumber
}X Printable, £ ik UTF-8 TRk 3)
CountryName ® |c=JP (EE) L1535,
LocalityName YN
PIAENERBEEOEREDBEIILA,
OrganizationName O | 2 0B REREMHEIEL ¥ 1 —~<FdH 5 \VILHEE
T OrganizationName (2528 L.
OrganizationUnitName o g-rganizatioUnitName {Z” Director” DILFF 5
CommonName © |[MAFEORAET—<FTREBET S,
GivenName X
SurName X
e-Mail X
SerialNumber A | ERRREELUEEHTIZENTED,
SubjectPublicKeyInfo ©
Algorithm ® | RSAEncryption &£ 15,
SubjectPublicKey @]
IssuerUniquelD X
SubjectUniquelD X
Extentions © | L3RS (Extensions) R

g0, (0) BYHA. 1O RESILIVMEA TAl BFFvay, X)) ERELLR

Wz xk?,
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#1712 HHEOTuT7r AN (GLEERFES Extensions)

7.1.10 HFREEFEUESIFORME (hcRole)

1) ¥TV=2 +F 4 v 2 Y BEETRTO heRole BiEDOHA

AR Y 2 Tik, ISOIS 17090 THE L7z heRole BiE% FRICRT L O TuTy
ANVLTRAVWBZ LT3, ;

subjectDirectoryAttributes @ attrType & iX hcRole % # 3 OID
{id-hepki-at-healthcareactor } 28 ET 5,

attrValue i HCActorData ¢, HCActor @ codedData TiX codeValueData 3/
W, codeDataFreeText % A\ 3,

AR Y ¥ Tid coding scheme reference @ OID & LT ISO coding scheme
reference B\ ', & CP O CEDEFK 7.1.3 OREL LSBT 3 local coding
scheme reference @ OID iX. { iso(1) member-body(2) jp(392) mhlw(100495)
jhpki(1) heRole(8) national-coding-scheme-reference(1) version(1) } & fiv 3, &
ArX, & T13IRT X D ILHHERLE AV UTF8string CRET 5. )

subject WEE OB EH T 2B 41k, HCActorData {2 B # ¥4y ® HCActor %3
ETBZENTEB, '

FILRIT, MAEPERRERFERVERBEEOERE OB ERINA. Tofh
(BES)DBAIIERT LT3, '

#1713 HPKIB#4 5 — 7N (codeDataFreeText D EK)

HA BE B B Critical
authorityKeylIdentifier © FALSE
subejctKeyldentifier © FALSE
KeyUsage © TRUE

DigitalSignature ©
NonRepudiation X
KeyEncipherment X -
DataEncipherment X
KeyAgreement X
KeyCertSign X
CRLSign X
EncipherOnly X
DeciphermentOnly X
. extendedKeyUsage A FALSE
privateKeyUsagePeriod X FALSE
certificatePolicies @ TRUE
policyMapping X FALSE
subjectAltName A FALSE
issuerAltName A FALSE
subjectDirectoryAttributes | © | EREHESORHE (hcRole) % iH, FALSE
MAEBERREEREERVERBBEEOF
AttrType O | BHOBERLE. TOMBEROBEIIE
R o
I?C_IActor O codeDataFreeText IZ & 4T —
] TNE .18 DFRIELE UTF8String TR,
AttrValues O | subject BEEKDEREHTHHEI.
HCActorData IZ #3545y ® HCActor 28R E
5
- basicConstraints X TRUE
CA X
pathLenConstraints X
nameConstraints X TRUE
policyConstraints X TRUE
cRLDistributionPoints © ?ﬁi‘”;’;ég;"g’f’z’ WHRURLT, CRLOR | pyrop
subjectInfoAccess X | FALSE
authorityInfoAccess JAN FALSE
£Ho0, 0] LA, T0] HBEI VYA, TA) RATVary, Xy ERELR
W kERT,
47
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Btk (EXRER) B
‘Medical Doctor’ ERT
‘Dentist’ R EA
‘Pharmacist’ -3
‘Medical Technologist’ FECE R E BT
‘Radiological Technologist’ DRASHR BT
‘Registered Nurse’ EF 1)
‘Public Health Nurse’ FRERAR
‘Midwife’ BhEERT
‘Physical Therapist’ bkt 3
'Occupational Therapist’ =330
‘Orthoptist’ N
‘Speech Therapist’ EEREL
‘Dental Technician’ ERETL
‘National Registered Dietitian’ BFRERL
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‘Certified Social Worker’ Hemutt
‘Certified Care Worker’ NN
‘Emergency Medical Technician’ | H&%fm L
‘Psychiatric Social Worker’ b REENE L
‘Clinical Engineer’ 7 ears 31

(2) HPKI hcRole B 7 74 v
& HPKI @ CP TiE, ISOIS 17090 iZ &% 5 7= hcRole Bt ASN.1 Rit % UL
FoXs7ur7rA 0T 3,

‘Masseur’ b A~ - UIRERMNLY MIX 56
‘Dental Hygienist’ gt e

‘Prosthetics & Orthctic’ i

‘Artificial Limb Fitter’ eSO 1]

‘Clinical Laboratory Technician’ | #4RA B

Bke (ERBEORERLE) | %#

‘Director of Hospital’ bR

‘Director of Clinic’ BRFTR

‘Supervisor of Pharmacy’ g3l

‘Proprietor of Pharmacy’ KREA®RE

‘Director’

£ OO REERBIEE OB EIHTE

E) BHADT— FMOZEQIZ—ED Space ®200& T 2,

REHLLTORTELELT5ZLBEORbE. DRIRR. TRERM, %
JABAERE % heRole 721 THBITE D2 L O KEDH TV D,

2% . L% Directors Btk % (5T 5B A X Subject 7 4 — 4 F O
OrganizationName & Uf OrganizationUnitName 1328 T, OrganizationName (Z
REERBEUABEAL ZEEFEIAR e —<F THEM L. OrganizationUnitName
{2 Director” DX FFN &M T D,
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hcRole ATTRIBUTE : := {
WITH SYNTAX HCActorData
EQUALITY MATCHING RULE hcActorMatch
SUBSTRINGS MATCHING RULE  hcActorSubstringsMatch
1D id—hcpki—at—healthcareactor)

-- Assignment of object identifier values
—-- The following values are assigned in this Technical Specification:

id—hcpki OBJECT IDENTIFIER :: = {iso (1) standard (0) hcpki (17090)}
id-hcpki-at OBJECT IDENTIFIER :: = {id~hcpki 0 }
id-hcpki-at~healthcareactor OBJECT IDENTIFIER :: = {id-hcpki-at 1}
id-hcpki-cd OBJECT IDENTIFIER :: = {id-hcpki 1}

-~ Following values are defined in Japanese HPKI CP:
id-jhpki OBJECT IDENTIFIER :: =
{iso(1) member-body(2) jp(392) mhlw(100495) 3hpki (1)}
id~jhpki-cdata OBJECT IDENTIFIER :: = { id-jhpki 6 1 1}

-- Definition of data types:
HCActorData :: = SET OF HCActor

HCActor :: = SEQUENCE {
codedData [0] CodedData,
regionalHCActorData {1] SEQUENCE OF RegionalData OPTIONAL } -- Notel (Do not use)

CodedData :: = SET {
codingSchemeReference {0] OBJECT IDENTIFIER,
—- Contains the ISO coding scheme Reference
-~ or local coding scheme reference achieving ISO or national registration.
—-- Local coding scheme reference in Japanese HPKI is id—jhpki—édata (defined above)
--'In this profile, use this OID: Note 2
-— At least ONE of the following SHALL be present
codeDataValue [1] NumericString OPTIONAL, -- Note 3 (Do not use)

codeDataFreeText [2] birectoryString } —- Note 4

RegionalData :: = SEQUENCE { } -~ Do not define in Japanese HPKI CP

50




Notel :
Note2 :

Note3 :
Note4 :

HCActor o regionalHcActorData . #< CP CHMEM L7V,

B A HPKI CP CJE 7= local coding scheme reference @ OID i3, idjbpkicdata
{iso(1) . member-body(2) jp(392). mhlw(100495) jhpki(l)  hcRole(6)
national-coding-scheme-reference(1) version(1) } &9%, Z® OID X, % 7.1.3
DRBLEBRT S,

# CP CiX CodedData @ codeDataValue iZfv 7avy,

< CP CHL. codeDataFreeText & L T® DirecroryString i24d# 7.1.3 ITHEL
7= ‘Medical Doctor’ 72 ¥ DIGFERLEDORRKA L AV D, £, DirecroryString
1% UTF8String Tx > 3 — K LI bOEE D, <= v F Yo V—ids g 7Y —=
vFU LB,
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<BE>

LATFIZ. heRole # & 7= X.509 SubjectDirectoryAttributes #:38% DER == — FL

127 —5 0O ASN1HEE X T LicflERTg,

Medical Doctor D%
No Type Len Value

030 61: SEQUENCE {-- SubjectDirectoryAttributes ext.extnValue contents

2068 3: OBJECT IDENTIFIER subjectDirectoryAttributes (2 5 29 9)

704 54 OCTET STRING, encapsulates {

930 52 SEQUENCE {- SubjectDirectoryAttributes
1130 50: SEQUENCE {-- Attribute:*hcRoleAttribute
13 06 6: OBJECT IDENTIFIER'1 0 17090 0 ' - OID:type
2131 40 SET {-- SET of AttributeValue::values
2331 38 SET {-- AttributeValue::HCActorData
2530 36: SEQUENCE {-- HCActor
27TA0 34 [0] {- HCActor
2931 32 SET {-- CodedData
31A0 12 [0] {- codingSchemeReference: local coding scheme
3306 10: OBJECT IDENTIFIER '12 392 100495161 1'

: }
45 A2 16 [2] {-+ codeDataFreeToxt
470C 14 UTF8String ‘Medical Doctor'
: }
}
}
}
}
}
}
}
}
}

SooSPIRERE T A Y R
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7.2 FHIBEHY R hoSaTr AL

721 R—TarEE

FREERASRITT S CRL 1E, X509CRL 7 4 —~ v MERD =T a3 2 KEI D

¢¥2,

EXRFRO T a7 7 A4 MIK 7211258 T,

7.2.2 CRL & CRL = b VU §EiREK
CRL =V hY OIBRFIE DT a7 7 A i, LTOR 722 MiEY & 75, CRL LR
BPDOT 2T 7 AL, LITORT23 DEY £ 15,
RED, 10) BMA, (O] HFSKIVKA, TA BATv . TX] BBREL

PN EERT,

#1721 FREEHY R DT 7740 (CRL EEFR)

#1722 HMMIFERPYVAIDOTT7 740 (CRL = b Y L3R crlEntryExtentions)

ZA4—NEF BE BiL) Critical
ReasonCode ® FALSE
HoldInstructionCode X FALSE
InvalidityDate X FALSE
Certificatelssure - X TRUE

£1723 FEAFEEDY X DT T 7 AN (CRLILEFEM crlExtentions)

T4—NEK BRE HA Critical
AuthorityKeyIdentifier © FALSE
IssuerAltName A FALSE
CRLNumber © FALSE
DeltaCRLIndicator X TRUE
IssueingDistributionPoint O %I CRL # AW 2B B8RS EA TRUE
FreshesCRL ' X FALSE

T4 BE S
Version @ |Ver2:¥5,
Signature © |#17.1.1® Signature *REkLT 5,
Issuer © RYFOHERT Z)_n ‘(CountryName {% Printable, ¥
NLSML UTF-8 Ttk ¥ %)
CountryName © |c=JP(@EBE T3,
LocalityName A
OrganizationName ©
OrganizationUnitName | A
CommonName © |BERORY VERTIFFLERT D,
ThisUpdata ©
NextUpdate ©
RevokedCertificates ©
UserCertificate © | KHL7=AEFAED serialNumber % iE#,
RevocationDate © |kPBHEERT 5.
CrlEntryExtensions © | #LESEE (crlEntryExtentions) £
CrlExtentions © | #EREIS (crlExtensions) R
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73 OCSP 7 uzy A
7831 R—Tg 8
HELRV,

7.32 OCSP HEARGES
HIELR,
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8 MM L £ OMOME

WIRMEET, £< 0 PKI HEERRETFAORTRE IV E—XY b ThB, &
CP it~ CHAS*RITTOIRIL[/NE. & CP 0BEMREELLH-TWEENH ZE
RRIEE. MAERC HPKI SIEREMFABAEE T 5 RT3 b0 LT3,

8.1 BT '
WAL OMEIVEEE T, 1 ELTOMBCIbh3b0r T3, BL, BE, B,
AERY. REROBRICAEEREERS - EOREBREEYEHET b0 T
%,

82 EXFHZOHTT - B o
WD, BERES Y EET - CWAHMMLRY L, EORENEET HIEE
FREYPELELEHLTDHLDLT S,

8.3 EEH LEEEH OB :
ERX, BERLIIMEORBIET I LICko T, HEEENOMYLTWVD
boLTh, BEEEL, HEEELEILAEERERLRZVLOLTS,

84 BEF—<
E#it, & CP RUEET 5 CPS D#EUEE B —T 2,

8.5 EEMWIR~OXIL
SR, BIEARKREORTOL L, BEECKT SERERCATIUBTHEER
.

8.6 BEERKROMM
BEEZI L - CHEREOERESEICEET 3 EXRAMAR RSN RIERUIB&
B, A, HRIEERCHPKI REREMFZSHCEDICENTE b0 LT 5,
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9 FTOMOEELERVELE FOTE

9.1 k&
ZREOREIZHO>VTIE, & CP KHWVEASWARIERBRETS 0L L, & CP
TRBE LRV,

9.1.1 HEBORITXIIEHE
HE LRV,

9.1.2 IEHAFBE~OT I EREE
HIE L722V,

9.1.3 REXIIAT—F AEBR~DT 7 £ AR
HE LAV,

9.1.4 FOMOY—ERHTHEE
HE LR,

9.1.5 HWELIEE
RE LRV,

9.2 MBELOHEE
A CPIENVEAShABIERIZ, TORFEHREEICLEL SN DT MENE
MR L2 THAZLRY,

9.2.1 {RBROMF%EH
HE LRV,

922 ZTOMOEE
HELRW,

923 TV FZUT 4T 4 IRT BRBRIUIRIE
HIE LRV,
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9.3 EBFROWEBRE

9.3.1 WEFROME
& CP P H REERMBMRFFT 2B AR UHBOERIL. MEH#E. CRL . FRILHABE
»3 CPS D— & LTHRMIZAR SN b O 2ERE BMERFHRE L THRDILS,
FUERN. EOEDILL ZBFERUMATI L 2HEFIOERBEL2E-HEEBRTIND
OFRE IR LAV, .
MAEOHRFRIE, TOMAER L > TRERFTREFRTH D, BA/HTIE. W
PRBBETHLINLDOR~DT 7 AFRERE LRV,
EXo SEEN2FHAUEEREE L. REEASIRERTH S, BILHITE. &
CP 186 BEEHEOHE REHEENTWAIBARPEOEDIZLAH/EEZRNT,
b OEEESHEIA~BER L2V,

9.3.2 MEFBROMMAS OIER
FEAER U CRL KEEL TV D HHIIBEFRE L THRbiv,
2o, KOHFROBEERE L THRbRY,

SREERUSDOHFT S, MEBERROHIRE LIZAMmE 2o FH
BRI L TAZIC L > TRRBENTVAER

9.3.3 REFWERETIHRL
PRI 19.3.1 WEEHOHE THRESNEREFREERET 0. AERT
A D OERBRIED I BEICK L TRABENREEN KRBT 2 EEEAD,
L, RERARFTIMBERY, BOEDRIZBERVNABZICLZEMO
AERBBESCHRTE L8 H D, TOB, FTOEHREMNYBLEHIEZ/DLI VI
BRI LV OB REREEZF AT LRTERY, KbhdbbT, 20
O ERNRRR LS. TOEITRRLAEENAD,

9.4 EARBHOTTAL N —{RE

9.4.1 FIAR—RY¥
BIRICBIT ZEABROmD BNZOWTIE, £RIERO CPS THREEHhS 17
FGANY—RY V) R BERTHLDET D,

942 TIANR—ELTR#EEIhSER
IR, ROBFRERETEEAFHRL LTROIR D,
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BERPEARRBLEAFEO BN TRE LFROF T, EHBECETL2N
¥k,
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Ry s Ty TEEE, BIERRRICEE BREPRELTH, TOREILL > TRE
Liankaiz, +olcBnzpriciBS ZEMNEE Ly,

52 FHEHEE
FHEAEERIL, JIS Q27002:2006 & AL, LORKICHES boLT5, FlziE, JIS
Q 27002:2006 D 4 10 ¥ BERCERETHE] KT HIZHEYT S,

521 {FHT~&&®HE
M EORE, RIT. RESOEBRUEEST 2 XK CHEDLIE I, CA A7 4
DBRER CAEIFROELSE LY TS ICA AT LAFEE | MAE LR HEORIT -
SN s [RERETEE), RO TEEE] 2EBHY, KCP LEHINIKE
FHoTWS, RER/CEV T, ¥EFLOREZHEOBAREP ST, RO X
S OEENHERESH L, BASEROREEZ/METLIZ LITRITIZ L,

522 BEHILILELENDAK
CA Y AT hOYBRMUIRBMICHEMTOT 7 EAERITHZ RN TELL IR
PLEABREEDDZ L,

5.2.3 i« ORBCHT HANMERESS & FREE

WERBLAT A, BEFVAT LT 7 EAL, CA BRAEBOBIERLIHRAERT. &
IR D BBRESOBEERELIT O ERE X, REREEETLECLVEAShD L,
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Fh, VAT AAOREICRUBEE~ERICAWS IC - FEDEx 2T 4T
RNA ARSI, FALPRFLBRVEREORERS AV RELREF R
BAT2Z L,

524 BEIEPLBICRIEH

CA AFRBOBEP CA VAT LAEBE, RERVAT LAEBEORBEOEERE
. EEACXB v ba—AREATA L,

53 TEREH

ERANARBZES FiL, RERORECEL T, MECEROREYAS, BE

ROEECRVWTH., ZhbRBIOERYE, BAHRUSENRMBRITED L RIET
BANBEERREN, TOEX2 VT4 2RETEHLOLET B,

e, BEREHEIX, JIS Q 27002:2006 £ MSLL EOBKICHEI bD LT 5, FIXH,
JIS Q 27002:2006 @ [ 8% AMEBEEOEX=) 7 4] EMNZhIHEYT 2,

531 g, BRECHIHAOELF

RIERHOEBEECH L TERShAREZES i3, REFEEEBORAENRT

BESERASNEMALT5, CA VAT AYEERET B R, BHO bL—=
VI REY, PKIOBEL VAT AORIEHESLEML TS LORRET 5,

532 EEOBRETE
(EESNAREHE S FOERLE L EEEL, BEMSESREORADERIZHE- T,
EORECEMNICRET B2 &,

5.3.3 BHEEH .
RRSNDREIBIBS FIX, TOEBLT ) LOORDRHEL EHMOCT T, U
REIS L TERE S 20 ER b2,

534 FEHHEOHERUCEH
BB LR,

535 BEoOu—F—arOHERVER
HE LRV,
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536 BOHHITVRVITEICRT BHE
MELR,

5.3.7 MWL L7-BEFOEL
BELRW,

538 ERA~RETIEE

RELRZW,

54 E&Ha 7 OmFEW
¥al T EEFLHEEI, JIS Q27002:2006 & RS LOFKIZES b LT3,
Bl xiE, JIS Q 27002:2006 @ [ 10E JBERVEATH|, E11E 77X
W, TBI12E EWMOATAORG. BRBEGIR), [H 165 NEF) 4 Thicss
U3,

541 REYDHAv FOMESR
SREEBIX. CA VAT A, YRS NY VAT A, RIERBKPETEIRY NT—2 T %
ADEBIICA R b - u /& FEHHVIIBEETRGHN®ES,

542 BEEu/ERETLHHE
BRI, BEEn %3 r Al 1 EULEHNICRET S,

543 E&Eu 7 E2RETIHRE
B Sk, RIE 10 FRRFESNS,

544 BE#EuyofR#E
BHEB/IL, BUENTCABRORPEE /K77 EATHZENTEH LS5, @k
TrEAay bu—NVERAL, BREFLRVWEORER, WX, RELRZEERYL
R#T 5. - ’

545 EEu/ONRyIT v TEE

BEn S, 4754 L OREREEIC CPS KEDIHEE Ty 27 v 7 HRE b,
60K X 2 TRETETICREE SNSB,
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546 Exn 7OWET AT A (REXHEE)
HELRW,

547 ARVIERILEYT V27 bADil
HE LRV, :

5.4.8 MEFHMEEM
HE LR,

55 EROHRE
&KX, JIS Q 27002:2006 & A% Lo RKI K-> TRESRD LD ET D,
Blx L, JIS Q 27002:2006 @ [F 12 F M AT LADMRE, BARBRURTL 15
158 JESF) X THhICHYST 3,

55.1 7T—bA 7REDOHEE

WILR . UTOEBRET7T -1 715,
SERAE ORIT/ENIC BT 5 R ERE
CRL OFTIC R8T 5 LB R
IR OEAE
MAE OIEAE
EREFRFNROFEROWRITAVER
KPHOBERIZEDLHEE

4

5.5.2 T—hA 7 EEHFT DM
T—hA 7T HERL. BEIMER SN TH ORI 10 FHIRET D,

553 T—HhA T DR
T—HA TEROWRD b EEIIWEE X2 VT i L >TRESh, FTXh
FELNT I EATERNWE S BIBSNERICRE S, #EREFAZVEORES
BHHL, ®EA, BEILEET D,

554 T—HAT DRy I T v TER
BELRY,
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555 FREKIZH A bARY T EDOIFBER
HELRVY

556 T—hATUETRT A (REBxHHR)
HE LW,

55.7 T—HATHEBREATFL, RILT2Fk
HE LRV,

56 BOYIWEX
WA, EHMIC CAREROES 2175, CARERIT, WERBEAICT, TR
ADTLVDL &, BAOEEEYa—L (HSM) #AVWTERSRS,
CAREROELH L HEBLATHBOEF bEMEN S, TOHEHITHNTSH CA
HAREBOBE LFKID, WEADIZVDG LRV Tbh 3, ‘

5.7 faRe{bROSED b ORI
5.7.1 SERU CA BHEMFEN D OBIAFLES
| RERNE. BESNAUTORRIC AT 2HBFEEREL, BET3RIEBASE
IR - DR B,
CA BEHORFE
KIS, R, FHEOBRNE
SAF A (N=FY2T . Ay hU—2 %) O#E

572 ayEa—FON —Fy=T, Y7 b0=T, F—&B3HELBEE O
N=RY=T, YT MY =T T BBEEUTRE LICBS, Ny s Ty TROAN
—RNY=27, Y77, Nyl T vl TF—FEAVT, HONTHEIBEELITV,
BEMHIMNICEIEREE L BT 2, Eh, BERARICL, AR ERHIC,
MAE, BIEEICHERARM Web ¥ MEZ L VBT S,

5.7.8 CAFRHENEFAL LIZBE O
CA HEENBIHLIIITOBETNMNELHEIT, ERRETOHEIZ LD, &P
NICRAEBZELETI L L biC, BARTHEENFREILESE, 2TOMAE
AAFEORYEIT, CRIARL #BFR L. CAUFREEEY 2, Eio, REDBRL
BREYILRE#EL D,
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5.74 $CESRRAROHEIEIKEEE
WERLIZLY, BEERRURBESEE L, BEOLGHRIESE LSS, B
R TRESNAFRECESE, MABTRVRIEE CHEREAMT 5.

58 FIARXIIFGFKROKT
WERINEE REILTABAIR, EEOKTO 90 BATE TIRMAZICESL, B
LR O L B OGN REREEFRTILD LTS,
RERPRT THEEI. YERLROEROREREE IIBEELRRIT S
HORYBEDEAITIZ & LT D, ~
RBBDOBAZELT HBE. FHMNAZORELZB/LI AT, RERVBETD
MAEOHR L EE R MORERICBE L, ThEMAEICEDT S,
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6 Hiftxal TR

6.1 @~IT DAL K
6.1.1 EET DARK
CA 8713, BAEBRBEARBRBEINFHAOEET Y 2—A (HSM) 2ANT,
BEAOILVOH L, HREPHEHILIBREC LV EREN S,

6.12 MAZF~OHFROXS
v R VT 4 T 4 OMAEOUARBBIER TER EN 385512, IETF RFC 2510
MEEFAEEES T ban] Ko THYITA v M IFUFr vas T, XIS R
FHEZ LT, MAFIEEEENDIbO LT 5, BERTAY PHLVORERES| X
ELEEREAFBOaIC—2FALTWRVWI L OEANTEL LD LTS,

6.1.3 EBALR~DOABREBDES
T RZUT 4T 4 OMAZEOLRBEMAZIC L ¥ £ERENBHA1L. IETF RFC
2610 TEEBIEFE Y0 b an) K2 TAY AV b I 0 ¥F 2y va T XFRKICE
2RFELI-T, BB/ xEEhIbO LTS,

6.1.4 HEEHE~D CA ARG OEST
CA ABgNI. RIEFIC LA F v u—FeapeL+adic, ARY VEAMT2
BEOYA N TARTAHDLT S,

6.1.5 @|OYA X
BOBNA XL, BRHENZTLITY ALTEET S, CAERBOEOE/NY A X
b, RSATNVIY XLDFEA, 2048 ¥y b LT3, OTATY XA%ERATS CAE
AEOROBNYA XL, REDEX2Y 74 2RHTDHFA LTS,
Ty RV 47 4 DEEREORBORNY A XX, RSA 7Y XL EEHNC R
EOTNTY XLDBE. 1024 €y b T3, tOTNATY XLEERT A= F v
T 4T 4 DHEBAROBROE/NY A X, AEOEX2 VT 4 2RET IV A XET D,

6.1.6 AMBO/T A —F ERRORERE

ABBEARTA—F L, BETEIREEa— N IoTERSND, AR 5 A
— ZDRERELEET a2 — VXTI b0 LT 5,
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6.1.7 @ROFIHEM
BELROEIL, keyCertSign & cRLSign Dty M AT 5,
T R T 47 DL DigitalSignature D'y & ERT 5.,

6.2 AFRORERURSEY a2 —VEHFOTE
6.2.1 BEEEVa—AOEREREE
CA FEEOIEME 2 = — /i3, US FIPS 140-2 L-L 3 & ML L OBMKIC BT 5
bLoLta,
TV R UT 4T A OMABERFROEMNE Y 2—)1ix, US FIPS 1402 v~ 1 &
FEEL OSBRI A2 b0 LT3,

622 BEROBPANCLZabo—n
CA EROLERITIL. ERETRE LRPBALDOERELLEL T2, o, #ERE
OHUAROERIE (EHE(L. FEH, Sy 27 o7 Bk BES) KBVLWTHLERSA
DOWERE L LE LT D,

6.23 HEROTAIoy
CA BERIX, BRI - TLBEBLINIFEGERE, 22700 &Zhinbor T
5,
Y RZUT AT A DMAEORFRIL, BRI TLEL SN BEEERE, =
ATBTENRNLDET D,

6.24 BHERONAYIT T
CA FEBOANy 7T v 712, BRERFETITY. I, Ny 2T v 7EEOER
EETHEBAOILENOLETITHIR LD, RNy 7y 7F—4 L LTCAR
HRCETHEREMSLL Y SBEETRET DR EOFERD D,

625 BABOT—HA7
FRERIIMAZEOFRFRET — AT LR,

626 BEESFES2—NA~ORFROBHLETIBL
CA R, BRKEMTEZ LTS, FIXE REARKMENIHIHEEEY =
—ARICIRIT DR EDOFERH B,
HNIERADy 2T o FOEERAEN LD Y X NTOBER., EX2T7F v RxNAVEE
LTITH b0 ¥ 5,
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6.2.7 BTV a—NV~DHEROBEMH
HERPTUVT 4T 4 DEEEE Y 2 — IV TEREINZ2WESIL, IETF RFC 2510 M3
BEEE D bat) -7, XIIFARKCELRFET, TVa—MRAHENRDD
DET B,

6.2.8 EHEOEHA B
CA HAROTEMOFER, MIEAENICIBTE CP 6.2.2 AAROBIEAICL
Bario—u] LRLL, HEADHEBYETIERNELTE,

6.2.9 FHEOIHEELFE
CA UHROIFFBELOFIEIT, BIEREMTINTHCP 1622 HABOBEIHAKL
dparbua—y EMUL, BEADHEREFTIELZLELT S,

6.2.10 HHBOREREITIE
CATVEREWEL 2T IR RVRENEE, RIEREANTHCP 1622 FHE
DEBEANCLEay be—N) LR, BRADEREET2EICL > T, AAHRD
sl HSM 252 L. UImEnicrET 5, BN, Ny 7 v 70
AERIZEL THRKROFREIC L > THET 5.
MABREREREFRE I, CPS NEMAERAFARRLRXEB TR T2 b0 T 5,

6.2.11 BEBEY 2— VO
CARFRERINT HIEEE T a—/Lik, FIPS 140-2 L~uL 3 L REZL LD b D 2{E
A3,
TV RET 4 T 4 ODMAEOFFERERMHT DT EY a—Mid, FIPS 140-2 L
N1 ERSEUEDLOEERT 3,

6.3 ST EHIIET I EOMOmE

6.3.1 SHEOT—HAT
2BARIL, RROBLOBRIEEFRICT 272010, FHTEIHETT A4 TT5
VEVRDH D, RILFIL. ARG CPS TEDIHMT7 — VA 7TE3NDT L& RIAT5S
EERHDLDELT D,

6.3.2 AREIEIEOFDHHIR & G~7 OHFHIR

CA ARSGEREORMIMIL 20 FEMARVL D& L X OUBROLEMIL 10 £%
Brianbolda,
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L S

TV RZUT 4T 4 DMAZOLFGIREOF DML 2 FEBIRVbDE L,
FOREROERL2EEBI RN bD LTS,

64 TR T—%
6.4.1 TEHELT—F DEREA VA b=V

RARKBNTHVSND CA FROEMLT —F 2—BCTFATERRbLOL L,
FOEREA VA N—NIRIERTED bNEHEREVWEBEINDI LD ETS,

Ty KT VT 4T 4 DMABREROEEAT —FBBERTERSWDIBEIT. &
BT — 2 II—ECTRRERLOL L, FOERLA VA M- VEBIERTED BN
REICEVEESI, IAFRKZ2BLLRDIbDET S,

MAZHAROEMLT — 2 B MAENER T HHE. BT —F X FRIRER
HLOLL, TOERLA VA M AVIRIERTEDONEREEVEESNDILOL
135, '

6.42 TEHALT—F DR , .

BIERCBVTAVLNRS CA BEROBERALT —F i3, BERTED bIIHER
RVELIRBEND, '

TV R VT 4T 4 OMAERGROEMT— 2 BEERATER SN AEEIT, &
BALT — & BIABAZ 2 b, BIER IR THESICHIE URE LRV L0
LF3, e, B ONEEELT—#12, RIEBTED LREREIED, MAE
LV REBRETILOLTS,

MAZEBOERLT —F EMAERERT 2HAE. BERTED bUHER
BV, MABICLYRERET Db LTS,

6.4.3 IEHALT—F DFOMOELE
BELREVY,

65 ALFa—Z0O¥Fa)T 4 FH
65.1 BHEDaVEa—FZOEXxalT 1IlBT 25N ESF

WA ARBICHT A UNESRERR LB TITDRNARERT 7 E A G2 BHH
THEOORMBEETIZ L,

CA VAT A~Ou 7 A VBT, ACP 1523 B4 OFEBICT DARAERR LT
L] TEDHDZ—VORILELEAEL TS,
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~r e, Yy, - -

652 aVEa—FEX=YT 1
ISO15408 #BE It 2V F 4 ZEEEZ BT 3L 02TV, FEMICFHERTT >
ok,

6.6 TATYVA I NOBIRKER
RIER D A—FY=TRUEY T U =Tk, BIRYA 2NV TCRFOEX22Y T o
72 ) u Uk EAT <, R CPS DRELERUEX 2 Y 74 F=v 2 #1735,

6.6.1 VATALBREHR
JIS Q 27002:2006 M5 128 {5 A7 AOKRE. BHRERGRT] LRSULEDOHR
BiICE b0 LT3,

662 ¥Xxa)TERER
JIS Q 27002:2006 % 128 {FM AT A0OREG. BRRCGKERT), B138E #HR
XLV F 4L LT POFR], TE 14 B EEMEEHE] LRSS EORKICT
H5bDET B,

6.63 FATZHAINOEX2Y T 4 ER
HELRWY,

6.7 Xy bU—2DEF2YTAEH
JIS Q 27002:2006 & MELL ORI b LT D, :
ﬂiw\JSszmamewfﬁloﬁ BEERVEAETRE 106 Xy hUv—7J+
FaUF4OTE), B1E TI7XEE 114 Xy -2 OT7 A%
BN T2,

68 FALREVTS _
AR, 77V r—ya VEZBWTERREN - RIEERATDIZ L LTS,
Bl xpE. NTP ¥— 2% GPS, Bl EIC L 2¥ARHNAETOND,
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7 HEBHERGEHY X FRGROCSP DTSR T 7 AN

71 FEWEOSuT A
A CP ORARA AT AHEHEIL. X509 Version 3 74— MEFAEHBRIZLY
ek &, FEAE X500 #714 (Distinguished Name, LA F DN &3 3) 12Xk
Y -BICENNEIRDbD LTS,
ARY VIEORITENIBFHRAEO T2 77 A Mg, BERFEROT w7 7 A4 0%
£ T1L1ITRL, mﬁﬁﬁiﬂz@jp TrANERTIZOBEY & T3,
728, Issuer ® DN 1E CPS R U DR TEBIcR ka5 2 & & 15,

711 N—aEKE
AR Y L OFEIERHARBITT HIEHEIL, X509 Version 3 7 4+—~ v MEHERRIC K
WIERERBZE LT D,

7.1.2 FEHETORE (RREFELSBOREEZED)
FRY VREVRITINHBFEAEOIREFEROT 2 7 7 A VIZLITOR 7.1.2 O
BV ET D,
subjectDirectoryAttributes L3R THW A REEFBUSFOBME (hcRole) (T2
T 7.1.10 TEDH 3,

713 TNIYXAFT V=7 MEAT

HEABRO Signature TAF Y XAILLTOHEY LT 5,
shalWithRSAEncryption (1.2.840.113549.1.1.5)
sha256WithRSAEncryption (1.2.840.1135649.1,1.11)
sha384WithRSAEncryption (1.2.840.113549.1.1.12)
sha512WithRSAEncryption (1.2.840.113549.1.1.13)

HASE OsubjectPublicKeyInfo7 /= ) XAFLTO@EY &1 5,
RSAEncryption (1.2.840.113549.1.1.1)

7.14 AHOFNK
Issure & Subject DA RIDOHRITR 7.1.1ILFRIND,

7.1.5 &K
vz,
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716 CPAZ7Y=7 MEHIF
BERHET Do

7.1.7 RY HHTEE
ERLRW,

7.18 RY AEMTFOHIXRUEL
CPS #BBT 25 URL 2805 ENRTED,

7.1.9 FEHABRY SHBET 4 — FOFEH
F CP @ OID #¥#¥ 2,
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711 WAROTR7 740 EAGHH) ' %£712 HAEOSDT 740 (I Extensions)

A BRIE B .
HA RE BiEA Criti
Version © |[vers:¥a, - — ritical
SerialNumber © | A BERNRT HHABACA=— 7 RHET 5, authorityKeyldentifior | © FALSE
Signature /o) subejctKeyldentifier © FALSE
Validity ® KeyUsage © TRUE
NotBefore © DigitalSignature ©
NotAfter © : NonRepudiation X
Issuer ® KEFORERT D, (CountryName i3 Printable, . KeyEncipherment x :
LS UTF-8 ¢k %) DataEnciph %
CountryName ©® |c=JP (AXE) &35, ataEncipherment
LocalityName A KeyAgreement X
OrganizationName © KeyCertSign X
OrganizationUnitName A _ CRLSign X
: BERDORY VEFRTXFIEERT 3, EncipherOnly X
( THPKI-01-*-forAuthentication-forOrganization J :
4 CommonName © | r¥3, B, XEHDO"01"L. A CP OMRETHD DeciphermentOnly X
"8 LOKR"EFRT, £z, " CAZME—ITRIITED extendedKeyUsage A FALSE
XFINET B, ) privateKeyUsagePeriod X FALSE
: HEMFOMERT S, (CountryName. SerialNumber tificatePolici
Subject © | |2 Printable. £HLEHE UTF-8 CIAT 5) certicatePoicies © TRUE
i i X
CountryName ©® |c=JP (E®) &75, poh.cyMappmg FALSE
LocalityName A gﬂﬁ}ﬁﬁﬁ %%’Eﬂi‘!‘é, subjectAltName A UTF-8 ¢RH Kﬁgao FALSE
OrvanizationN o | MAEERBERBME SRETECHRL T issuerAltName - FALSE
rganization ax.ne BIUE, FOBAHFRT 5 EEAGOL FEE K subjectDirectoryAttributes | A FALSE
— - &% v —vFhH D EKEES T OrganizationName (T | T
OrganizationUnitName | O | sagp( OrganizatioUnitName 2 EFEHEBIOTEIR ' AttrType -
BT 5, AttrValues A
CommonName © | Epgms sy UTF-8 Cu—vThd I IREL TR V basicConstraints X TRUE
ﬁ‘?- 6 ° CA ><
- GivenName X pathLenConstraints X
SurName X .
Mol ” nameConstraints X TRUE
eMa
- olicy Constraints X
SerialNumber A | RRERBBAES R EELERTDHILNTED, R Di N $H3WIE URL C —
. X L (AN T. CRL®
SubjectPublicKeyInfo © ) cRLDistributionPoints © 1;9c oxby ame B2 FALSE
Algorithm ©® | RSAEncryption £ ¥ 5, : HAREEET 2.
SubjectPublicKey ® subjectInfoAccess X FALSE
IssuerUniquelD X authorityInfoAccess A FALSE
SubjectUniquelD X FH0, 10) HSA. 101 RBBILVLE, TAl RATvar, X)) BRELR
Extentions © | #LESS% (Extensions) BB . : WZ EERT,
PO 1@ BME, T0] BB LOYBEA, T4y BATYay, TX] BRELRY
ZEERT, .
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7.1.10 {REEEFERULSE OB (heRole)

(1) ¥72=x2 bF 4 L7 b Y BEHETETO heRole B

AR Y Tk, ISO IS 17090 THE L7z heRole BiE: FTRISRT L H 77 7
ANLTHWSZ EIZT 5,

subjectDirectoryAttributes @ attrType 2 & hcRole % % ¥ OID
{id-hcpki-at-healthcareactor } & ET 5.

attrValue /& HCActorData T. HCActor ® codedData Tid codeValueData i2
V3, codeDataFreeText # v 5,

AR Y 2 TiX coding scheme reference @ OID & LT ISO coding scheme
reference # VT, & CP O TEDE 7.1.3 DREL 2B BT 5 local coding
scheme reference @ OID ix. { iso(1) member-body(2) jp(392) mhlw(100495)
jhpki(1) heRole(6) national-coding-scheme-reference(1) version(l) } & v 2, #8#k
£k, RTLIITT XD ICEFERLE AV UTF8string TRET 2.

" subject BEE OB EH T HEE, HCActorData i HCActor % BRET S
T LT ERNY, )
APEIEL. MAEMEREFEBSORBOBAICRET I LN TED,

#*17.1.3 HPKI ##4 7—7 /v (codeDataFreeText O E )

ik 2 e
‘insurance medical care facility’ PRIRERHE
‘insurance pharmacy’ RRER

) ML 0T — NEOZEEE—EO Space x200& 1%,
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(2) HPKI hcRole BT 7 74 v
# HPKI @ CP Tk, ISO TS 17090 iZE % b7 heRole BEHED ASN.1 RiL A UL
FToLIcTrarzrA T3,

hcRole ATTRIBUTE: : := {
WITH SYNTAX HCActorData
EQUALITY MATCHING RULE hcActorMatch
SUBSTRINGS MATCHING RULE  hcActorSubstringsMatch
ID id=hcpki-at-healthcareactor)

-- Assignment of object identifier values

-- The following values are assigned in this Technical Specification:

id-hcpki OBJECT IDENTIFIER :: = {iso (1) standard (0) hcpki (17090)}
id-hcpki-at OBJECT IDENTIFIER :: = {id-hcpki 0 }
id-hcpki-at-healthcareactor OBJECT IDENTIFIER :: = {id-hcpki-at 1}

, id-hcpki-cd OBJECT IDENTIFIER :: = {id-hcpki 1)

~~ Following values are defined in Japanese HPKI CP:
id-jhpki OBJECT IDENTIFIER :: =
{is0 (1) member-body(2) jp(392) mhlw(100495) jhpki(1)}
id-jhpki-cdata OBJECT IDENTIFIER :: = { id-jhpki 6 1 1}

-~ Definition of data types:
HCActorData :: = SET OF HCActor

HCActor :: = SEQUENCE {
codedData [O] CodedData,
regionalHCActorData [1] SEQUENCE OF RégionalData OPTIONAL } -- Notel (Do not use)

CodedData :: = SET {
codingSchemeReference (0] OBJECT IDENTIFIER,
—- Contains the ISO coding scheme Reference
-- or local coding scheme reference achieving ISO or national registration.
-- Local coding scheme reference in Japanese HPKI is id~jhpki-cdata (defined above)}
—- In this profile, use this OID: Note 2
-~ At least ONE of the following SHALL be present
codeDataValue [1] NumericString OPTIONAL, -~ Note 3 (Do not use)

codeDataFreeText [2] DirectoryString } -- Note 4

RegionalData :: = SEQUENCE { } -- Do not define in  Japanese HPKI CP -
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Notel :
Note2 :

Note3 :
Note4 :

]

HCActor O regionalHcActorData ix, 2% CP T Lizvy,

A Z? HPKI CP TiE ¥ 7= local coding scheme reference ¢ OID i3, idjhpkiodata
{iso(1) memberbody(2) jp(392) mhlw(100495) jhpki(1) hcRole(6)
national-coding-scheme-reference(1) version(1) } ¢33, Z® OID 1%, # 7.1.3
DRBEHEBRT D,

4 CP T CodedData @ codeDataValue IXH 2wy,

& CP THL. codeDataFreeText & LT DirecroryString iZiXR 7.1.3 IKHE L
7 ‘insurance medical care facility 72 FORERTLOKBREL LBV, Eik,
DirecroryString & UTF8String Ty a—FLEbDEES, v v Froi—
WERL F ) —w v F T L B,
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<BE>

LIFiz. heRole &7 X500 SubjectDirectoryAttributes $£#8% DER > =— K L

77 —5 O ASN.1EEE & T LIflERT,

insurance medical care facility D%

No Type Len Value

030 61: SEQUENCE {-- SubjectDirectoryAttributes ext.extnValue contents

206 3: OBJECT IDENTIFIER subjectDirectoryAttributes (2 5 29 9)

704 54: OCTET STRING, encapsulates {

930 52 SEQUENCE {-- SubjectDirectoryAttributes
1130 50 SEQUENCE {-- Attribute:*heRoleAttribute
1306 6 OBJECT IDENTIFIER '1 0 17090 0 1' -- OID:'type
2131 40 SET {- SET of AttributeValue:values
23 3 1 38 SET {- AttributeValue::HCActorData
2530 . 36: SEQUENCE {-- HCActor
27A0 34 [0] {-- HCActor
2931 32! SET {-- CodedData
31A0 12: [0] {-- codingSchemeReference: local coding scheme
3306 10: ' OBJECT IDENTIFIER '1 2 392 100495161 1!

: } '
45A2 16: [2] {- codeDataFreeText
470C 14 UTF8String ' insurance medical care facility '
: }
}
)
}
}
}
}
-3
}
}

oI A b
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72 FEAERPBY AR MOTuTrAN
721 R—TarEkE
MELEARITT S CRL #t. X.509CRL 74—y MERD A=V a v 21 O
Lt+s, ' :
BERFROT 0 7 7 A VIR 72112577,

722 CRL & CRL =y bV #3REK
CRL=> } Y OIGREIR DO 7 2 7 7 A AbE, LTFOR 72208 Y &35, CRL IR
FROT Ty ANE, LLTORT723 D@D 45,
#ho, TO] FHSE, (0} HBAWLIVBA, TAl RATvar, IX) BREL
RNZEEERT,

#1721 HBPEXRSHY A IOTuT 7 A0 (CRL EARFER)

#1722 HHABLBY X FOTBT 740 (CRL = b Y L3RS crlEntryExtentions)

T4 =K RE EiA) Critical
ReasonCode © FALSE
HoldInstructionCode X FALSE
InvalidityDate X FALSE
Certificatelssure X TRUE

#1723 MPEEBERDY A DT T 74V (CRL LRSI crlExtentions)

T4 —NE BRE B Critical
AuthorityKeyIdentifier ® FALSE
IssuerAltName A FALSE
CRLNumber © FALSE
DeltaCRLIndicator X TRUE
IssueingDistributionPoint O 3% CRL 2 AV 5 B& 10 HE TRUE
FreshesCRL X FALSE

T 4= F BE A
Version ® | Ver2&¥T5,
Signature © | #17.1.1® Signature LF¥kET S,
Lssuer © FERFEORERT S, (CountryName i Printable, %
nLSE UTF-8 ¢kt 5)
CountryName © |=IP@EE) LTS,
LocalityName A
OrganizationName ©
OrganizationUnitName | A
CommonName © |WERORY VERTIFINELERT 5.
ThisUpdata ©
NextUpdate ©
RevokedCertificates © .
UserCertificate @ | k% LI=FERAED serialNumber % iT#,
RevocationDate © | k¥BEREEZEEET D,
CrlEntryExtensions © | #EEFR (crlEntryExtentions) 28
CrlExtentions © | fEERERIL (crlExtensions) B
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731 HN—TaEE
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HELRZW,
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